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Password Meters Are Ubiquitous
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Problem 1: Inaccurate Scoring
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Problem 2: Unhelpful Feedback
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We designed & tested a meter with:
1) Principled strength estimates
2) Data-driven feedback to users
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Neural Network to Estimate Strength

W. Melicher, B. Ur, S. Segreti, S. Komanduri, 
L. Bauer, N. Christin, L. Cranor. 
Fast, Lean, and Accurate: Modeling Password 
Guessability Using Neural Networks. 
In Proc. USENIX Security, 2016. 
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1) Principled strength estimates
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• 21 characteristics

• Weightings determined with regression

Provide Intelligible Explanations

Unic0rns
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Main Screen…
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…Shows Requirements
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…Emphasizes Avoiding Reuse
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…Provides Abstract Advice



16

After Requirements Are Met…
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…Displays Score Visually
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…Provides Text Feedback
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…Gives Detail (Password Shown)
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…Offers Explanations
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Explanations Shown in Modal
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We designed & tested a meter with:
1) Principled strength estimates
2) Data-driven feedback to users
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• 2-part online study

1) Create password; survey; recall password

(48 hours later, send automated email)

2) Recall password; survey

• 4,509 Mechanical Turk participants

– Between-subjects

– Full-factorial design along three dimensions

Evaluation
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• 8+ characters (1class8)

• 12+ characters, 3+ classes (3class12)

Dimension 1: Composition Policy

Password1234

password
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• Low 104 guesses 108 guesses

• Medium 106 guesses 1012 guesses

• High 108 guesses 1016 guesses

Dimension 2: Stringency
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Dimension 3: Feedback
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No Feedback
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Bar Only
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Public (Non-Sensitive) Feedback
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Standard Feedback
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Standard Feedback
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Standard Feedback
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Standard, No Suggested Improvement
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Standard, No Bar
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Measure Password Guessability



38

Measure Password Guessability
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Measure Password Guessability
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Measure Password Guessability

Passwords 
harder to 
guess
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Measure Password Guessability
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Feedback  More Secure Passwords
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Feedback  More Secure Passwords
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Feedback  More Secure Passwords
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• Feedback did not significantly impact

password memorability

• More feedback  more difficult, annoying

• All features had value for some participants

Usability Results
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https://github.com/cupslab/password_meter

• Deploy now for policies like 1class8

• Help us improve the meter

• Demo: https://cups.cs.cmu.edu/meter

Code Is Open Source
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