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Abstract

User-facing communication about privacy (e.g., privacy policies,
privacy tools’ user interfaces) is frequently ignored and often in-
effective. In contrast to these arguably staid interfaces, artworks
often focus on provocation, engagement, and critical interpretation.
For decades, artists have created privacy art—artistic media in gal-
leries relating to the surveillance and privacy of individuals. What
are artists saying about privacy, and how? Crucially, what lessons
might they have for designing privacy-focused user interfaces?
To this end, we compiled over 800 privacy artworks, qualitatively
analyzing a sample. Common topics spanned artistic media (from
paintings to immersive installations) and eras. Artworks built upon
familiar concepts (e.g., cameras, homes) to speculate on society’s
future and present personal information (e.g., artist, viewer, public).
We discuss lessons for making non-artistic privacy communica-
tion more engaging and powerful through directing attention (e.g.,
lighting, collage) and setting a tone (e.g., unsettling, fun, mundane).
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1 Introduction

Communicating with users about privacy decisions is a major focus
of usable privacy research [86]. To date, however, privacy topics
have typically been communicated to users through lengthy and ab-
stract privacy policies [171, 172, 214, 228] or user interfaces that are
similarly abstract and difficult for users to understand [53, 86, 200].
While researchers have proposed some alternative communica-
tion mechanisms [285] including icons [112, 122], “nutrition” la-
bels [134, 215], and comics [255], for the most part, these methods
have not been widely adopted. Notably, existing privacy user inter-
faces often fail to capture societal values or to “critique, speculate,
[or] present critical alternatives” [276]. More generally, one might
argue that privacy concepts are usually communicated to users
in ways that are staid, boring, and corporate, which might help
explain why users often ignore these communications [221]. Thus,
some pro-privacy researchers have suggested the use of different
design methods—including speculative [76], critical [14], and value-
sensitive [90, 139, 236] design—to provoke reflection [276].
Primarily separate from the community of usable privacy re-
searchers and practitioners, artists have been creating artworks
about privacy for decades. Rather than needing to conform to typ-
ical corporate and academic communication constraints, artists
have a far wider mandate to comment on the political and personal.
Broadly, art can “mobilize the masses” and “tackle the most difficult
and most important [tasks]” [23]. In computing, art can be a “distinc-
tive way to illuminate key technical and social issues” [118]. Privacy-
focused art has become an increasingly clear part of the artistic
canon, with artists’ statements explaining how they seek both to ex-
pose and to resist privacy invasions [40, 54, 181, 182, 271]. Even out-
side of the privacy realm, artists use diverse media and techniques
to explore complex topics in computing [246]. Ongoing discussions
in HCI have advocated for the further integration of arts-based
methods in computing to illuminate new knowledge [74, 175, 229]
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(d) Adam Harvey’s Hyperface quilt, tricking
facial recognition systems [117].
©Hyphen-Labs and Adam Harvey

(e) Francine Leclercq’s tapestry Embroidered
Surveillance [146]. ©Francine LeClercq

(f) James Bridle’s collage Every CCTV
Camera [38]. ©James Bridle

(g) Eva and Franco Mattes’s My Li [IeIBig
Data [168]. ©Eva and Franco Mattes

Figure 1: An informal comparison of standard privacy communications (Figures 1a—1b) and privacy art (Figures 1c-1g).

and inform user interface design [4]. As Bardzell and Bardzell artic-
ulate, “We can improve knowledge not just by developing better
formal methods of data collection and analysis (i.e., a strategy em-
braced by traditional science); we can also improve it by being more
experienced and sensitive embodied thinkers in the first place (i.e.,
a strategy embraced in the arts and humanities)” [14].

To date, the handful of efforts to catalog privacy and surveillance
art have had a very limited scale. For instance, the International
Association of Privacy Professionals has a webpage collecting 35
artworks about privacy [126]. Others have made small (e.g., top 10)
lists of surveillance artworks [77]. Cahill et al. assembled an online
database of 31 artworks discussing surveillance in Canada post-
9/11 [48]. Similarly, various art galleries have held small exhibitions
focused on privacy or surveillance [48, 58]. To our knowledge, no
existing collection includes more than a few dozen pieces.

This flurry of artistic activity in communicating privacy top-
ics to humans raises a number of questions. At a high level, what
are these artworks saying about privacy, and how are they doing
so? Furthermore, what lessons might these artworks’ techniques
have for interaction designers, who are also tasked to communi-
cate privacy topics to humans, albeit frequently under different
constraints? To this end, we brought together an interdisciplinary
team of researchers with backgrounds in usable privacy, media
studies, and fine art. We explore provocative and novel approaches
to privacy communication for end users. Specifically, we answer
the following research questions:

RQ1: What is the shape and scope of practice in privacy art?
What works are being created to highlight the surveillance
and privacy of individuals, in what media, and by whom?

We assembled a database of 859 artworks we characterize as
privacy art, or artworks that relate to the privacy or surveillance of
individuals and that have been exhibited in art venues (e.g., galleries,
museums). In total, 332 different privacy artists created these works.
Creating this largest-of-its-kind database required a structured
discovery process combining keyword searches, snowball sampling,
and feedback and suggestions from practicing privacy artists. While
we used this database to answer our research questions, we also
contribute to the community an interactive website! of our database
as an artifact intended to facilitate future research on privacy art.

We first wondered what aspects of privacy these artworks cov-
ered. To that end, we qualitatively coded digitally archived descrip-
tions (e.g., images, videos, artist statements, media coverage) on a
sample of 73 artworks. We primarily used weighted random sam-
pling to select artworks from our large database, giving us a broad
set of artworks to answer our next two research questions:

RQ2: What components and subjects are artists highlighting
in their privacy and surveillance artworks?

First, we observed a visual language that featured familiar forms
like surveillance devices (e.g., cameras, microphones) and homes,

1Our full database can be found at our website: https:/privacyart.net
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closely mapping to imagery and metaphors in end-user privacy com-
munication [183 19Q 289. Privacy art in our database commonly
highlighted the existence and impact of the surveillance of individ-
uals by governments and/or corporations. Some works focused on
the bi-directional relationship between surveillance and identity, as
well as privacy risks heightened by arti cial intelligence (Al). The
artworks additionally presented means of resisting surveillance,

dull, o ering little to engage users112 134 138 178 22§. Prior
work has explored alternative communication approaches, such
as icons R0 67, 122 224 or privacy nutrition labels [134 219.
Unfortunately, even icons communicating simple and familiar con-
cepts often require clari cation text 13, and icons may be inter-
preted di erently across cultures]23. Furthermore, these works
primarily focus on updating existing privacy communications, like

encompassing speci ¢ real and speculative approaches, as well as privacy policies or data-use noti cations [112, 122, 134, 215].

general techniques (e.g., camou age). Some privacy art commented

on, and provocatively collapsed, distinctions between public and
private. Finally, some built upon an artist's personal experiences
and data. Broadly, subjects observed in privacy art included the
artist, the viewer, speci c individuals, groups in aggregate, and
even surveillance devices themselves.

To inform the design of privacy communicatiooutsideartistic
contexts, we focused on the following question:

RQ3: What mechanisms do privacy artworks employ to com-
municate about privacy and surveillance?

We observed a humber of mechanisms that conveyed artworks'

Usable privacy research has detailed overarching themes in pri-
vacy imagery 183 19¢0 and communication designi12 224,
which we revisit in Section 6. Oates et al. categorize privacy as illus-
trated by everyday individuals]9Q. Motti et al. take a broader ap-
proach, compiling digital images from end users, web designers, and
professionals speci cally, journalists and content-creators 1/83.

We expand this research by analyzing works from professional
artists Di erently, Habib et al. explore privacy icon desigril3,
and Schaub et al. detail how e ective privacy notices are displayed
to users through timing, channel, modality, and control [226].

Some researchers have suggested creating more engaging or
entertaining [258 privacy communications. For example, Schlegel

key messages about privacy. Privacy artworks in our sample uniquely et al. suggest animated eye imagery to show how much user data is

directed attention primarily through visual methods (e.g., spotlight-
ing with actual light). In contrast, other artworks employed collage
and aggregation techniques to overwhelm viewers. Some artworks
are presented through the eyes of a surveillance system, display-
ing the viewpoints of CCTV cameras and computer vision bound-
ing boxes over images. Similarly, some works allow the viewer to
interactively explore a piece. However, this interaction may be com-
pulsory to experience a piece, and information may be withheld,
violating a viewer's control. Surprisingly, artworks di ered widely

in tone, ranging from unsettling to fun, from formal to familiar (e.g.,

a childhood bedroom), stirring negative emotions through either
direct communication or selective juxtaposition.

We conclude by exploring how components and mechanisms
in privacy art can inform provocative privacy communication ap-

proaches (Section 6). Our insights suggest early-stage design op-

portunities for interaction designers and human-centered privacy
researchers. We also o er strategies for pro-privacy companies and
organizations, such as Mozilla, Brave, and DuckDuckGo.

2 Background and Related Work

In the digital age, surveillance has seeped into many aspects of life.

Scholars have suggested that the world is under an ever-watching
panoptic gaze of public and private entitie$3 167 297Q. Further-
more, constant data collection driving surveillance may lead to self-
censorship 167. As a result, communicating with end users about
privacy topics is critical L, 20. Unsurprisingly, then, privacy com-
munication and interface design are key areas of reseaBff 153.

2.1 Usable Privacy Communication

Privacy communications span many formats, including educational
materials, research tools, and interfaces for privacy settings. We

focus on communications by usable privacy researchers and pro-

privacy companies to provoke privacy re ection. Common methods
of communicating about privacy like text privacy policies, cookie
banners, and LEDs on physical devic@2§ can be opaque and

accessed]2§. Additional strategies proposed include video games,
table-top gamesZ@], comics [L5Q 255, and videos P43 seeking to
change user behavio2Bg. Researchers have found that interactiv-
ity increases system transparenc®19 and that user curiosity 139
promotes engagement with privacy policies. For example, privacy
policies formatted as comics hold user attention better than text-
based policiesZ53. Researchers have tested novel mediums such
as virtual reality [131, 153, theater [131, 195 241 243, electrical
muscle stimulation Y, and dance 56 to highlight data collection.

2.2 Prior Characterizations of Privacy Art

In recent years, there has been a proliferation of critical surveil-
lance artworks [183. The work of artists like Dries Depoorter]21,
Kyle McDonald [L64, and Trevor Paglen41] has received coverage
from major news publications, though surveillance art has largely
been ignored by usable privacy and design research. Brighenti de-
nes surveillance art as contemporary artwork that in some
way hints to or deals with topics, concerns and procedures that
fall within the interest of surveillance studies 40. Because we
are interested in communication to end users, we focus on art-
works related to the surveillance or privacy of @andividual. Our
de nition both excludes works that would fall under Brighenti's
de nition (e.g., surveillance of an organization) and includes works
that Brighenti's would not (e.g., about privacy policies or practices).
Surveillance art may highlight speci ¢ surveillance technolo-
gies [L8 244. For example, the use of cameras in the 1895 Im
Workers Leaving the Lumiére Factpt$g invoked what was soon
considered a form of workplace surveillanc2g7. Artists similarly
highlighted the impacts of introducing CCTV and personal video
cameras by inviting viewers to surveil themselveAlg 271, 287.
While we focus on artworks that employ surveillance technologies
to critique those technologies, some contemporary artists employ
similar surveillance 11, 18 244 or Al [ 244 technologies to enable
interactivity, not comment on privacy. Thus, our work is distinct
from Stark and Crawford's analysis of data ethics in art, despite
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overlapping artists. Stark and Crawford predominantly focus on
artist's personal belie&bout the use of surveillance technologies
and Al in art [246] with limited design recommendations (namely
defamiliarization presenting familiar concepts novelly). While

we see some themes around Al and algorithms, our analysis centers

on thedesign mechanisms used in artwdhat focus on individual
privacy (even if surveillance technologies are not used).

Prior scholarship outside of computer science (e.g., media arts, art
history, architecture) explores themes that de ne the surveillance
art space. This includes resistance to surveillantdq 181, con-
structing public and private spacel 19 128 234, and importantly
gaze how the viewer observes and how they are observdq [L82
271. In our analysis, we observe and expand upon these existing
themes, and many more (e.g., speculating on the future, creating fun
or unsettling tones), which we then discuss in relation to privacy
communication outside artistic contexts (Section 6).

While surveillance art has been de ned as a body of work, to our

knowledge no one has created any large databases mapping surveil-

lance art. Instead, artistic analyses of surveillance art have typically
focused on a single artist or small set of works32 28(Q. Schol-
arly analysis of surveillance art generally explores fewer than a
dozen artists at a time40 54, 181,182 271 and primarily discusses
contemporary art §0. Cahill et al. collected 31 artworks focused
on surveillance in Canadadfy, while popular media outlets have
discussed similarly small set37, 116 176. To our knowledge, the
largest collection was a book by Bertrand and Brid®§] cataloging

43 artists, 26 of whom met our inclusion criteria (see Section 3.2).
In contrast, we compile 859 artworks across 332 artists.

Data-Handling and Consent in Art Galleri&githin artistic spaces
the line between ethical boundaries and censorship is murky and
highly contested 10 174. There are limited guidelines for con-
sent inside a venue content warnings1Q, noti cations of being
recorded B5 189 or being the subject of a piece. On the latter
point, the ethics of photographing people from public vantage
points has been widely debated74 179 192 21Q 254. Standard-
ization is mainly relegated to a venue's website privacy poli&pp.
Through artist interviews, Stark and Crawford nd a debate playing
out as some artists express concerns about invading the public's
privacy, while others believe they have a social and even legal
exception [244 to use personal data4g. Though surveillance
technologies are increasingly used in contemporary art, Stark and
Crawford also argue that art critics may not understand the impli-
cations of data collection44. While scholars across disciplines
have argued for increased considerations of privacy and data in
art venues 52 244, the debate continues over the eternal and
recurrent dualities of [...] ethics/artistic expression [174].

2.3 Approaches to Design

The foundations of interaction design are situated within the hu-
manities/artistic spaceslf, 99, science ction media B4 251 279,
critical theory [15, and applied arts 14. However, artworks and
the discourse around them are seldom cited in the HCI litera-
ture [203. Even previous surveillance and privacy design research

has not studied the richness of the established space of surveil-

lance art existing in parallel§8 259 279. Here, we outline design

methodologies (e.g., value sensitive, emotional, persuasive, critical,

Eschebach et al.

speculative) employed to conceptualize privacy. We discuss these
methodologies in the context of our own ndings in Section 6.

Interaction design has a rich history in HCI with applications for
the practice community and as mechanism for Research Through
Design (RtD) 204 289. Design often focuses on consumer products
in everyday contexts§2 88 98 259 279, allowing researchers to
more directly engage with user®2p4 and grapple with wicked
problems p8§ like privacy. RtD takes many forms204, including
tangible prototypes 14(Q, design workbooks 99 22§, ctional
narratives, and participatory storytelling workshop$6 104 111,

149 to facilitate discussion for designers, researchers, and end users.
Privacy by Design (PbD) focuses on embedding privacy choices into
tools by default based on prede ned concerns. Previous work has
argued that design methods can inform more holistic viewpoints
and considerations for the addressed privacy conce2¥%{. Design
methods often focus on provoking re ection, as we explore here.

Privacy is a key value that is often central to discourse about
data-driven technologies39 57, 89 91, 139 236 277. Value sen-
sitive designVSD) centers the values experienced uniquely by
di erent people, cultures, and contexts3p, 9 throughout the
design process to identify unintended consequences for stakehold-
ers [90, 139 234. Workbooks can be used as value lever23g to
help developeranticipateprivacy concerns early in desigr2[f/ 1.

In our study, we explore how di erent topics and mechanisms in
privacy art may prompt re ections on privacy.

Researchers and designers may also provoke re ection through
emotional desigrPositive emotions are often favored to promote
connection to technologiesP, 96 130 189 281. Discomfort and
creepiness may be favored for privacy provocatid@?2[113 147.
Researchers explore creepy violations of privacy by analyzing tech-
nologies [L43 258 and embedding creepiness into designs or stories
to foster discussionq17 219 237 for researchers213 219 24§
and with users L77 237 248. For example, privacy dashboards
provide visualizations of users' dat84, 233, presenting overly
speci ¢ personalization and data inference®1[4. Uniquely, Creep-
yLeaksuses electrodes to induce a mild electric stimulation when
data is leaked to third parties237. We explore novel methods from
privacy art for evoking creepiness in Section 6.3.1.

Persuasive technologgek to change a user's behavior, such as
via mobile games that show security scenarios to enhance smart-
phone users' security awarenessd 95. However, persuasive de-
signs promote a speci ¢ point of view and can obfuscate informa-
tion to manipulate and deceive users througlark patternghat
often encourage consumerisr24, 87, 10g. In our study, we seek
to promote viewer/user re ection. Whileritical designare created
with a speci ¢ point of view [15 17, 7€, these designgritique
everyday practices surrounding consumerist productg[76 269.

For example, Teyssier et al. credfgecama realistic anthropomor-
phic webcam of a human eye, which exaggerates the feeling of
being watched to prompt re ection on the ubiquitous devic249g.
Thus, similar to privacy art, critical designs prompt re ection on
common practices. We elaborate on this point in Section 6.

Speculative desigaxplores near-future technologies often con-
sumer products§2 88 98 259 279 that are technologically plau-
sible [98. Researchers and viewers think about the future [and...]
critique current practice [L2 76. For example, Fox et al. create a
catalog of near-future menstrual tracking tools informed by current
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applications' privacy policies to explore possible futuredd]. We
expand upon speculative approaches in privacy art in Section 6.1.
Design ctionsplace speculative design artifacts within their
broader societal contexts and narrative32] 137 249. Derived
from Im theory [ 137, design ctions are used to analyze Imic
media [L54 256 279, but may also be a tool to investigate the
context of future technologies32 34, 155 244 251 259 278 279.
For example, Wong et al. employ a workbook of near-future scenar-
ios inspired by a science ction novel to explore how researchers
can understand and make use of cultural representations of new
and emerging technologies to interrogate their privacy implica-
tions [279. Di erently, Blythe et al. conduct workshops with par-
ticipants to create their own design ctions about privacy in al-
ternative historical contexts34, arguing for the importance of
critique in a world with more limited privacy B4. In this study we
look towards art as inspiration for speculative designs (Section 6.1).

2.4 Communicating Computer Science with Art

The importance of design is understood to be the easEj[in
which it can be integrated into everyday lifelp 76, leading to
debates in HCI if design is never or sometimes at€j[ However,
opportunities for interaction design exist outside the con nes of the
everydayand within the arts. For example, Blythe et al. argue for
the importance of magic machines (rather than those governed
by plausibility) to broadly explore and critique technologie3J.
Ongoing discussion in HCI have explored a greater integration and
appreciation of the humanitieslff] and arts-based method474g

in computing researchl, 75 149 185 229 253. For two years,
CHI hosted an art gallery, Art.CHI, to showcase the work of digital
artists [83 161. HCI researchers may even identify as artists them-
selves P53. Some research has looked at how artistic aesthetics
may inform user interface designid]. However, within HCI the
broader ne arts community remains underexplored, with calls for
interaction design to explore the methods of interactive arg]. As
aninterdisciplinary team, we engage with a broad range of artworks
across medias relating to surveillance and privacy. As Zimmerman
argued for the lost opportunity for the HCI research community to
bene t from the added perspective of [interaction] design thinking
in a collaborative research environment28g, we argue for the
importance of art as a perspective for the HCI community.

Both speci ¢ to privacy and broadly, some prior works used art
to convey computer science topic8(]. For example, Hemment et al.
worked with artists to explain Al's social issue41§, while other
computer scientists had artists help develop privacy tod@4,[209.
Plaut et al. suggested using problematic technology to teach about
problematic technology 20§. Elsden et al. worked with artists
to create interventions limiting personal information shared on
Zoom [81]. Privacy artists have also engaged computer scientists to
create artworks, such as Rubin and Hanseln'stening Pogi6d. In
contrast to previous studies, where artist8], 20§ were consulted
to design speci ¢ pieces, our work synthesizes general tactics.

3 Methods

We began with a structured discovery process (Section 3.1 and
Appendix A) to assemble a database of privacy art. We then qualita-
tively analyzed (Section 3.3) a sample of works from this database to
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characterize communication methods in privacy art using iterative
open coding. This let us draw connections between di erent works
and explore privacy artists' mechanisms, topics, and techniques.

3.1 Creating a Database of Privacy Art

Our discovery process began with creatingraundation Setourced
from keyword searches, research team members' prior knowledge
(see Section 3.4), suggestions from experts (e.g., practicing artists),
and dozens of students in an interdisciplinary course on privacy
art. We conducted initial keyword searches between Fall 2024 and
Spring 2025 using search engines (primarily Google and Duck-
DuckGo) and arts databases including the MoMA Collectiob@],

Ars Electronica's Prix Archive136, and Smithsonian Libraries Art
and Artist Files L5]. Keywords included common surveillance and
privacy terms from media, research, and literature. These ranged
from simpler searches like privacy art to more speci c searches
like facial recognition artworks. Speci cally, our searches com-
bined each of four art termsaft, artwork(s) artist(s) andexhibitior)

with one or more privacy or topic terms:

Privacy termsprivacy, (mass-/counter-) surveillance
Topic terms(location) tracking, circumvention, phone, facial
recognition, (personal) data, social media, camera

To augment keyword searches, we relied on expert knowledge
to ensure our database included key instances of privacy art. For
instance, we received input from three practicing artists with back-
grounds in media, arts, and architecture, as well as library subject
specialist in the arts. These experts particularly provided insight
on historic artworks where organized digital documentation may
be more limited. Additionally, we crowdsourced 61 submissions
from 24 di erent students in an interdisciplinary course on privacy
art taught by members of our study team. For each artwork, we
applied the inclusion/exclusion criteria detailed in Section 3.2.

For all artworks, we learned about the piece by visiting the
contributing artists' personal websites to review descriptions of the
work. We investigated all other works by that artist, again applying
our selection criteria. For artists without a personal website, we
relied on exhibition pages, media coverage, or academic literature.

To expand our database, we further investigated contributing
artists and exhibition venues from the Foundation Set in a pro-
cess similar to snowball sampling. First, we collected the names of
artists with artworks exhibited in shows alongside pieces in the
Foundation Set. Works found through this broadened search were
placed intoSet 2 ForSet 3we repeated this process with venues
and artists from Set 2.

WebsiteTo share our database with the wider scienti c and
artistic communities, we created a website for searching our data-
base: privacyart.net. The website, constructed using Astro/React
and MySQL, has a grid view of all artworks in the database with an
image of each. Clicking on an artwork gives the title, artist, year,
and links to the artworks. Users can search by title or artist name.

3.2 Artwork Selection Criteria

Similar to how previous work has examined privacy representa-
tions in speci ¢ media, such as televisio®f and (amateur) draw-
ings [194, we focus onpublicly exhibited artworks in formal settings
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like galleries, museums, and arts festivals. These have unique in-
teraction techniques, constraints, and tropes, allowing for more
speci ¢ and feasible mappings of the spaces. To most readily trans-
late our ndings to usable privacy research, we chose to focus on
the privacy and surveillance dhdividuals as opposed to larger
groups or organizations. We focus predominantly ersual art

for more direct applications to designing interfaces and noti ca-
tions [20, 183 22Q 224. We set formal inclusion and exclusion
criteria via iterative team discussions while collecting initial art-
works. Potential edge cases were agged for discussion with our

larger team and included or excluded based on team consensus.

Our full selection criteria follow:

(1) We only include pieces that were at some point displayed
in galleries, as public art (e.g., installations in public build-
ings/parks), or publicly accessible digitally in an art context.

(2) We only include works typically displayed as an artwork.
Works in literature, Im, or long-form media format were
excluded unless displayed or exhibited as an artwork in a
more formal setting. The ephemeral experience of formal
settings is more similar to privacy communications in the
wild, providing immediate visual or short-form experiences.
We similarly considered works exploring privacy in the-
ater [131, 195 241 243 out of scope. Works in formal set-
tings have consistent interaction modes, where viewers can
enter and exit the space (e.g., gallery) at will, unlike singular,
self-contained experiences of theater or Im.

ExampleHito Steyerl's short Im How Not to Be Se§®5(
was exhibited in art galleries, so it is included.

Edge cas&eorge Orwell's novel 984194, though widely
known for commentary on surveillance, is a book not
primarily exhibited as an artwork, so it is excluded.

(3) Since we care about privacy communication with end users,
not the inner workings of surveillance entities, we only in-
clude works that focus primarily on the privacy of an indi-
vidual or the general public.

ExampleKyle McDonald'ssCESPY173, concerning cit-
izen surveillance (i.e., identi cation) of ICE agents, is in
scope since it involves privacy invasions of individuals
(speci c government workers).

Edge cas@revor Paglen'8lack Sitef197, centered on ex-
posing CIA secret prisons, is not in scope, since it exposes
the practices of an organization without commenting di-
rectly on the surveillance of individuals.

(4) We included pieces that artists did not themselves present as
privacy art if they prompted signi cant critical discussion
relating to privacy (e.g., in media discussing the piece). Art
is subject to interpretation past intent.

ExampleArne Svenson'§ he Neighborf254 consists of
photographs taken through windows, prompting outrage
from (unwitting) subjects who felt their privacy had been
invaded. While the artist said the piece is about life's un-
noticed moments, most critical discussion has mentioned
privacy, so we include it.

Edge casdason BrugesBlatform 5[45 might be seen as
involving anonymity or data persistence. We did not nd
such commentary from the artist/media, so we exclude it.

Eschebach et al.

(5) Many historical oil paintings depict private or intimate mo-
ments. We included those for which ensuing critical/scholarly
discussion focused on privacy invasion. The voyeuristic facet
of viewers' intrusion into private moments connects these
works to others more overtly focused on privacy invasion.

ExampleWe include Edgar DegasWoman Bathing in

a Shallow Tupas critical analysis often highlights the
voyeuristic invasion of privacy of looking through a key-
hole at a seemingly oblivious subject [27, 42].

Edge casdary Cassatt'sThe Bati{52, while portraying

a private moment in the home, is typically discussed as
tender and innocent, not invasive [284], so we exclude it.

3.3 Data Analysis

Because of the size of our database and time-intensive qualitative
coding process, we coded a weighted sample of artworks from
our database. Because pieces in our Foundation Set were the rst
suggested by experts or identi ed by keyword searches, we wanted
to oversample those; we did so by weighting thet®® works in

Sets 2 3. To ensure a breadth of styles and perspectives, we ensured
that each artist appeared only once in our sample.

We analyzed 73 sampled artworks using iterative open cod-
ing [223. We employed a rigorous codebook development and
consensus-coding process. Each piece was coded in MAXQDA by
at least two researchers and all disagreements were resolved within
the broader team. All artworks, independent of media, were coded
as compiled PDFs containing information from the artist's website
(e.g., images, artist statement). If an artist statement was not avail-
able, we included text about the work from art criticism or other
scholarly literature. If a video or interactive digital element was
embedded, coders experienced the element in a web browser and
applied codes (e.g., perspective, interactivity) to applicable screen-
shots [223]. However, most codes were already present in text.

Though there is inherent subjectivity in qualitative and artistic
analysis, we applied codes as rigorously as possible to our compila-
tions of images and text about the work. For example, audiovisual
component codes (Section 4.2) were derived from observable or
audible elements. Beyond cataloging formal elements relevant to
privacy communication, we also identi ed a ective aspects aligned
with interaction design practices (Section 2.3). More subjective
themes, such as topics (Section 4.3) and ambiance (Section 5.4),
emerged through textual analysis. Where possible, we used in-vivo-
style coding P23. While an artist may not explicitly outlinewhy
they used particular mechanisms (e.g., color scheme, composition),
artist statements can be informative as to which values may be
ascribed to a work as a whole.

Initially, two researchers independently coded four artworks
selected for their distinct concepts and execution, generating a
draft codebook that they then applied to three additional pieces,
discussing the state of the codebook with the larger research team.
At this point, two additional coders joined the team, and all four
coders reached consensus on codes for seven additional artworks.
The four researchers then independently coded 15 artworks from
our sample, meeting as a full team after every ve artworks to
discuss new codes and themes. At that point, we moved to a split-
coding approach where these four researchers worked in rotating



Depictions of Privacy Invasion and Surveillance in Artworks and Potential Lessons For Privacy Communication

pairs, independently coding each artwork. Each pair met to discuss
and resolve disagreements after every ve pieces, while the full
research team (including faculty in both the arts and computer
science) also met regularly to review the state of the codebook.
We continued this process until no new codes were introduced
for ve artworks in a row per pair of coders. This occurred after
73 artworks. Our full codebook can be found in Appendix C, and
an example of a coded work can be found in Appendix D. Due
to the subjectivity of and vastness of creative works, we focus
on reaching a stable understanding of components, mechanisms,
and their a ective aspects, rather than conventional saturation
of knowledge. Though artworks with unique mechanisms may
exist beyond our sample, our aim is not to enumerate all possible
mechanisms; rather, we examine those common among multiple
artworks, so we may compare and contrast how these are used.

3.4 Study Team Composition and Positionality

Our interdisciplinary team's expertise spans both the art and com-
puter science domains. All four coders are students at various levels
focusing on computer science, but with additional academic experi-
ence (e.g., double majors/minors in media arts) or prior experiences
publicly exhibiting art. Our broader study team includes faculty

members in computer science (specializing in security and privacy),
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this may limit our analysis of less-well-known artists and older
works, we seek to map common techniques in the space in our anal-
ysis rather than evaluating every topic or mechanism. Additionally,
these works have expectation to be public and to be analyzed.

Formal Arts InstitutionswWhile privacy communications can em-
ploy multiple media R2§, visual elements, such as those present
in formally exhibited artworks (Section 3.2), are most prevalent.
However, formal art institutions may be skewed towards Western
perspectives and built upon colonialism [19, 115], often excluding
independent artworks such as grassroots art, gra ti, protest art,
and memes. These abundant artistic practices have distinct modes
of interaction and creation warranting further in-depth exploration
in future studies. Even if posted online, independent artists may
not expect their work to be analyzed in academic contex@§ [
Researchers should collaborate with communities and artists when
studying these works$5 189. To conduct a large-scale analysis,
we focus on formally exhibited artworks that have an expectation
of being viewed by large crowds and being the subject of critical
discourse. Formal venues have more consistent documentation and
accessibility, making them better suited for our analysis.

Subjectivity.Art is subjective, creating interpretive challenges.
Our team viewed works through a technical privacy lens. While we

the arts, and media studies. All faculty members have taught aca- used consensus coding on available statements by artists themselves

demic courses that discuss surveillance art. This combination of and/or art critics, we cannot capture all possible interpretations.

artistic understanding and technical privacy knowledge enabled Similarly, selection criteria boundaries are inherently debatable.

our team to interpret artworks through both lenses, facilitating ~ OUr téam debated selection criteria over months and spent extra

nuanced analysis that bridges the gap between artistic expression time deliberating over edge cases. Though our criteria are certainly

and applications in privacy research. not the only basis for evaluating privacy artworks, we chose them
based on applicability to usable privacy research.

3.5 Limitations

Our work has a number of limitations, many of which are common
in qualitative analysis.

Perspectivalle characterize our interpretations and those sug-
gested by the artists (or critics), not viewers of the artwork, di ering
from actual experiences of art. It is unreasonable to assume that
an artwork will have the same e ect on every viewer. Our team

ScopeThough our database of privacy art is by far the largest  yjewed most artworks outside their original context (i.e., online or
to date, itis likely impossible to create one that is comprehensive. jn photographs, rather than in a gallery or in-person exhibition).
While we relied on web searches, suggestions from practicing pri- e also relied heavily on artist statements, which are often a sec-
vacy artists, and multiple other methods, it is near certain thatwe  gndary or tertiary artifact in a gallery setting. We attempted to
missed works. For example, our keyword searches included terms standardize formats and consulted direct sources (e.g., quotes or
related tosurveillance artwhich was characterized in the 2000s  gytist statements), if possible. Nonetheless, our approach may have
and 2010s alongside the rise in surveillance technologis183. missed notable nuances of these artworks.

This may bias our database towards more recent works and those

that include these technologies (e.g., surveillance cameras). Some4  Results: Components in Privacy Art

privacy artworks are likely to remain inaccessible not archived
online, lost to time, or lacking documentation. Furthermore, while
our research team is multilingual and includes multiple cultural
backgrounds, we are all a liated with universities in a single coun-
try. There are likely works that we cannot access based on either
language barriers or di erent cultural interpretations of privacy.
Due to our methods, though, it is likely that we covered many of
the most notable privacy artworks. That said, we intend for our
database's website to be a living document; as such, it includes a
form with which others can submit artworks for possible inclusion.

In this section, we provide an overarching look at what privacy
artists are saying in their art. Section 4.1 describes our database and
sample set composition and Section 4.2 details audiovisual compo-
nents (e.g., symbols, objects). After discussing topics present in the
works (Section 4.3), we discuss how artworks emphasize di erent
subjects of privacy invasion and data collection (Section 4.4).

4.1 Database Characteristics (RQ 1)

As of this writing, our database includes 859 artworks by 332 unique
artists, 78 of whom collaborated with others. Our database spans

Weighted SamplingSince we intentionally biased our sampling  over 350 years of privacy art: the earliest work iss Meninas
process toward the Foundation Set, we potentially overrepresent painted by Diego Velazquez in 1656; the latest pieces are either
well-known artists and more recent works in our selection. While  ongoing or are currently exhibited at an artistic venue.
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Sample Set Compositiddur sample set includes 73 works (see
Appendix B). While many works are collaborative, all artists ap-
pear only once in the sample set. Artists came from national back-

Eschebach et al.

use paper to ground digitized information in a more traditional
format, including printed screenshots of text messages (A6) and
NSA documents (A55). Two pieces (A33, A53) transform eeting,

grounds spanning 32 countries; most artists are Europe-based (49%)jntangible data into a permanent print form. For example, a simple

followed by the Americas (37%, 31% US-based), and Asia (11%).
The earliest work our team coded was painted in 1657-1659,
and the most recent works were pieces ongoing or exhibited in

robotic arm in MSCHF'€avesdroppdA53) writes out overheard
words of viewers in Sharpie (see Figure 2e), turning casual speech
into an enduring artifact. Three pieces (A7, A59, A70) embed digital

2024. The most common decade (N=36) in our sample are piecesinformation into textiles, such as cross-stitch depicting surveillance
from 2010-2019. The least represented (N=5) era is pre-2000s. Halffootage (A70), a word cloud of common passwords sewn into a quilt
those from 2010-2019 (N=18) deal with data access and agency(A7), and carpet tiles with color patterns correlated with the fre-

mirroring increases in consumer technology use and rise of social
media. Beyond this connection, works from di erent time frames
use diverse methods and explore myriad topics.

Privacy artworks in our sample set employ a wide spectrum
of media, some even employing multiple media (see Appendix B).
There are 27 digital pieces, including 23 software-controlled systems
(i.e., using code to drive or manipulate the installation), a virtual

reality experience (A25), and a video game (A30). Ten pieces use
electronic hardware, such as computers. We also saw 11 video-
based artworks. Six others included animated images (e.g., GIFs)

Still images are in 19 pieces, including eight photographs, and two
(A41, A55) paintings. Seven pieces take on tangible forms through
textiles and wearables. Another seven pieces are three-dimensional
sculptures using raw materials or manufactured products. Beyond
discrete media, nine pieces use immersive exhibits that collapse the
distance between artwork and audience. Seven live performances
further engage real-time dynamics through human or machine
agents. Finally, eight architectural installations use preexisting or
constructed spaces (e.g., buildings or rooms) to explore privacy in
physical environments.

4.2 Sensory Vocabulary of Privacy Art (RQ 2)

Artworks following our criteria are constructed from audiovisual
components, which set tone, create a visual shorthand, or indi-
cate symbolismVisual componentre items or symbols appearing
visually in an artwork.

Familiarity as an Anchor in Reality-hirty-three artworks turn
to familiar settings (Section 4.3), human forms, and objects to de-
velop comfort or conduct satirical critique. Thirteen pieces use
imagery from familiar settings for example, o ces (A6, A40, A59)
or airports (A50) showing how innocuous locations may be part

quency of email exchanges (A59). Through these tactile materials,
digital surveillance becomes something viewers can literally feel a
reminder of how deeply it threads through daily life.

Cameras and Microphondsventy pieces include visuals of
surveillance devices, drawing attention to objects viewers may typ-
ically ignore due to familiarity. Cameras were visible in 17 pieces,
types including eight bullet, ve dome, two (A39, A49) web, two
(A60, A67) video, and a smartphone (A13). While some cameras
are functional (see Section 4.4), cameras in eight pieces are non-
functional or are even presented in a novel medium in photos
(A9), VR (A25), or marble sculpture (A12) (see Figure 2c). Though
nonfunctional cameras do not capture data, they imply observation
and act as a proxy for surveillance. Some pieces contain visible
audio equipment to record (A22, A53) or play audio (N=5), includ-
ing microphones (A22, A53), speakers (N=5), and megaphones (A3,
AA47). Together, these visual cues of monitoring equipment evoke
an atmosphere where observation feels ubiquitous.

Linguistic and auditory conteniany artists turn to language
and sound to shape how viewers engage with surveillance, with 35
works incorporating written or auditory communication. Plaintext
is an important component in 26 pieces, lling a role beyond supple-
mentary statements or descriptive text for the piece. For example,
ten works use labels for data visualizations, six provide additional
context, and two (A33, A42) give instructions (e.g., prompts in an
app (A42)). In 13 pieces, plaintext even features as a central subject:
social media posts (A39, A45, A59), text messages (A6, All), tran-
scripts (A16, A53), and browser history (A33, A59). Fifteen pieces
include music (N=9) or narration (N=7). Music (N=9) may help set
a mood (see Section 5.4). Robotic voices lend technology a voice
in four pieces for communication with viewers (A3, A5, A43) or
for narration (Al). In contrast, three pieces (A8, A62, A73) use hu-

of the surveillance apparatus (see also Section 4.3). Fifteen piecegman voices to highlight humanity behind technology. In Coupe's

include human forms both real (N=11) or digital (N=5), inviting the
viewer to relate to the subject or face the uncanny. Commonplace
objects also play a role in centering privacy experiences in daily

Sanctun{A73), a human voice narrates the text of an online post,
mapping the individual being viewed to a speci ¢ identity and age.

life. Five pieces feature smartphones; three (A11, A13, A30) display 4.3  Privacy Concepts Explored in Art (RQ 2)

text messages on a phone in the piece and two (A6, A44) provide
interaction on a viewer's device. Two pieces comment on the se-
curity from (A32) or embedded into (A20) clothing. For example,
Doringer's The Hoodi€A32) uses Al-generated images of a hoodie
as commentary on how it might be the only counter-surveillance
tactic an individual has at their disposal (see Figure 2b).

Transforming the Abstract Digital into the Tactile PhysiGalme
artists translate digital information into familiar tangible forms us-
ing materials that emulate touch, comfort, and daily life. Five works

We determined topics in privacy artworks by consulting artists'
statements and documentation concerning the works. The most
common topic (N=33) in our sampled dataset was organized surveil-
lance of individuals, commonly in conjunction with resisting surveil-
lance (N=23). Other common topics include identity in context of
privacy invasions (N=27), relationship between public and private
space (N=15), and exposure of personal data (N=9).

Organized Surveillance and Data Collectibnirty-three pieces
comment on organized surveillance by entities like governments or
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(a) Mariam Ghani's Secu- (b) Bogomir Doringer's (c) Ai Weiwei's Surveil- (d) Plaintext in Surveil- (e) MSCHF'sEavesdropper
rity Blanket restages a TheHoodiepresentsanev- lance Camera: A cam- lance Camera Players' (41367 inch) uses a robot
familiar childhood bed- eryday item of clothing era sculpture carved from The Mass Psychology of arm to write what viewers
room setting [101]. [cropped] [73]. marble [5]. Fascism[209]. say [184]. ©Galerie Em-
©Mariam Ghani ©Nieuwe Instituut ©Phillips Auctioneers ©NOT BORED! manuel Perrotin

Figure 2: Examples of the visual and auditory components of privacy art.

corporations, often portraying these forces as intrusive, inequitable, that could be used to hide from surveillance. Two (A31, A71) use
or quietly omnipresent. Twenty-nine comment on pervasive gov- obfuscation. In Elahi'€Citizen(A31), part ofTracking Transience
ernment and large-scale surveillance of citizens and the resulting (2003-Ongoing), Elahi oods the FBI with mundane photos of his life
power disparity. For example, Luol§ This Is a Global Surveillance (e.g., meals, toilets) to combat pro ling with radical transparency
Center(A23) accesses video feeds of public surveillance cameras,(see Figure 3c80 133. Di erently, Grosser's downloadable tool
equating control of data to dominance over physical spact6(]. GoRandd@A71) obfuscates users' reactions on Facebook by random-
Other works address government surveillance even more directly, ization. Two pieces serve as proof of concept, showing inventive
such as the US National Security Agency (NSA) (e.g., A55). Ten possibilities of directly combating surveillance: Burtctiic Jam-
artworks focus on corporate-driven privacy invasions, with three  mer (A44) mutes phone microphones, and HarvelfgperFac¢A2)
(A33, A71, A73) exploring data collection within speci c companies cloak tricks a speci c facial recognition system (see Figure 1d).
like Facebook, illustrating how private information can be mined
within everyday platforms on which people routinely rely. Privacy-Invading Technology, Algorithms, and IdenTityenty-
seven works cover the interplay between personal identity and
Resisting surveillanc&éwenty-three pieces additionally focus  privacy invasions. Eleven pieces comment on how algorithmic sys-
on resisting surveillance, with 15 exposing surveillance and four tems construct, distort, or conceal assumptions about who a person
0 ering direct interventions. Four pieces (A1, A17, A24, A32) also is, revealing the gap between lived identity and computational short-
explore this concept abstractly, such as repurposing surveillance cuts used to de ne it. For exampl@nuoha'sClassi cation.01A21)
equipment to monitor air pollution instead of people (A24). hides an algorithm and its calculations from viewers, agging view-
Fifteen pieces expose surveillance practices, which can point out ers as similar through hidden sensors, pointing to opaque judg-
omnipresent observation and encourage re ection on surveillance ments embedded in machine classi cation. Three pieces (A1, A31,
apathy. By revealing practices that often fade into the background A36) highlight pro ling and the use of assumptions about identity
of daily life, artists encourage viewers to confront the extent to  as an excuse to surveil marginalized groups, such as Boundaoui's
which constant observation has become normalized. Six glamorize documentaryThe Feeling of Being Watchg&36) exposing FBI
surveillance, drawing attention to the practice by ornamentation or  tactics used to surveil her Arab American community.
idolization (see Section 5.4, Figure 3a). Five pieces expose existing
CCTV cameras, showcasing the prevalence of surveillance in public  Relationship Between Public and Private Sigigelar to architec-
settings, with three (A35, A42, A46) exposing speci ¢ locations. In tural literature [119 12§, several works probe shifting boundaries
The Institute for Applied Autonomy'sSegqA35), CCTV cameras  between public and private spaces. Eight use public infrastructure to
in New York City are collected on a map, so viewers can identify spotlight or draw attention to surveillance of public spaces. Three of
and avoid their speci c locations (see Figure 3b). Two pieces (A9, these (A45, A46, A73) seamlessly integrate with existing infrastruc-
A23) explore the prevalence of cameras ambiguous from location, ture, such as glamorously decorating public surveillance cameras
such as repeated images of di erent CCTV cameras in London (A9) (A46) or projecting videos onto a building (A73). Four pieces sim-
(see Figure 1f). Five pieces expose government surveillance tacticsulate more personal locations like homes (A41) or bedrooms (A8,
(A31, A36, A55) and the web of individuals behind these systems A29, A69) (see Figure 2a) to emphasize how normally safe, private
of control (A36, A37, A58). LavigneXDegrees of Separati@87) spaces may still be invaded. Although many works focus on physi-
uses a network graph to expose individuals with surveillance skills cal spaces, four (A39, A45, A52, A59) explore how increased data
publicly posted on LinkedIn. One piece (A66) exposes the environ- collection blurs the line between public and private in digital space.
mental cost of cookie tracking an unseen expense of surveillance. Lowe'sYou Saw Me@45) projects Facebook status updates on the
Beyond exposure, several artists imagine direct countermea- side of a building in a public area, showing how seemingly private
sures. Four pieces (A2, A31, A44, A71) show direct interventions or personal online activity may be seen by unexpected viewers.
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(a) Giles Walker's Peepshowinstallation
exposes surveillance with glamorous pole
dancing CCTV cameras [186, 270, 273].
©Wieden+Kennedy

red squares [202, 268].
CRich Pell

(b) The IAA's interactive map, iSee exposes
surveillance camera locations, indicated by

Eschebach et al.

(c) Hasan Elahi's Citizen obfuscates surveil-
lance by collaging mundane photographs
(e.g., meals, toilets) [78, 79].

©Hasan Elahi

Figure 3: Examples of resisting surveillance in privacy art (see Section 4.3).

4.4 Subjects of Privacy Invasion (RQ 2)

Artists play with di erent collection sources and subjects of pri-
vacy invasions (the public, the artist, and the viewer). Pieces col-
lect data through a variety of channels, including cameras (N=17),
public datasets (N=10), tech-mediated communicaifv=10), mi-
crophones (A8, A16, A53), and a viewer's personal device (A6).

Invading Privacy of the Public (Aggregated and Individigs)-
enteen pieces focus on invading the privacy of the aggregated
public, showing the limitations of privacy in any number of private
spaces (both physically and digitally). Twelve pieces draw on public

datasets, including publicly available city datasets (A24, A34, A54,

A66) (e.g., tra c), location data (A24, A35, A54), social media posts

(A39, A73), and leaked passwords (A7). Similarly, four (A23, A38,

A68, A70) works aggregate and obscure such as through genera-
tive Al (A38) camera footage of the unknowing public. Giasson's
VOX (A16) features secretly-overheard conversations transcribed
onto transparent panels; this aggregated data gives little insight
into subjects' identities. These works illuminate how anonymity in

A27), or study participants (A44) to act as a viewer proxy, showcas-
ing intimate privacy invasions.

In 11 pieces, artists invade their own privacy in a more intrusive
way than they could that of a viewer. Six pieces display artists'
personal data. Two (A59, A64) contrast dense and speci ¢ data
displayed in di erent formats, showing how small segments of
data can be more personal. Mattes and MattédisLittle Big Data
(A59) shares over 13 years of the artists' digital information in a
video essay and installation with data visualizations and schematics
of their apartments (see Figure 1g). In contrast, Gosletion
Proces$A33) presents the artist's search queries one at a time,
which may showcase the information derived from even a small
piece of data. Three pieces (A4, A10, A44) transform a viewer's
perception of normal observational contexts (e.g., performances)
into surveillance with computer vision (A10) and other means.

Invading the Privacy of the View@&ixteen pieces invade the
viewer's privacynon-consensuallyBy viewing or experiencing the

masses can be less secure than it appears, revealing structural vul-2/Work, viewers inherently become part of the piece. This can

nerabilities that a ect populations rather than isolated individuals.

While 17 pieces focus on the public in aggregated format, six
focus on public individuals. Three (A15, A39, A67) highlight speci ¢
individuals, which may show how publicly accessible information
can be used against any person. For example, RiekstBetk to
the Light(A15) restores deleted les from secondhand hard drives,
showing that data persists on physical devices. Two works (A37,
A58) focus on individuals' part of the surveillance apparatus (see
Section 4.3). HoversBhe Right to be Forgottéal8) uniquely fo-
cuses on a very speci ¢ subject, the rst man to successfully claim
his Right to be Forgotten in Europe. Hovers creates a series of
multimedia images based on a digitally accessible image of the
man, illustrating that one can have a digital footprint despite at-
tempting to erase it. Using speci c individuals' data demonstrates
that breaches of privacy are not abstract phenomena, but direct
incursions into real lives and identities.

Invading the Personal Privacy of Artists and Performetists
may invade the privacy of themselves (N=11), performers (A4, A10,

2Tech-mediated communication may include SMS (A6, A11, A30), browsing history
(A33, A59), or social media (A39, A71, A73).

potentially draw a stronger, more personal reaction, as the act of
experiencing the piece becomes inseparable from the experience of
being observed. Viewers' data is typically collected through cameras
(N=13); two works employ (A8, A53) microphones (see Figure 2e).
Six pieces process video data before it is displayed to the viewer,
three (A21, A57, A67) use computer vision visuals (see Section 5.2),
and one converts video data into a di erent medium (A3). For ex-
ample, in Depoorter'Surveillance Speak@3), a camera captures
gallery visitors' actions, which are run through a computer vision
algorithm and narrated out loud with a robotic voice (see Fig 1c).
Two (A49, A73) pieces simply present the viewer with a video of
themselves without modi cation, emphasizing the immediate feel-
ing of being observed. Using the viewer as a data source forces
them to confront how easily their personal behaviors, movements,
and voices can be captured, analyzed, and displayed, transforming
passive observation into a deeply personal experience.

5 Results: Mechanisms to Present Components

In this section, we provide an overview of mechanisms used to
showcase the topics presented in Section 4. We examine how art-
works in uence the viewer's gaze (Section 5.1) and control the
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viewer's perspective (Section 5.2), concluding with viewer interac-
tion (Section 5.3). Finally, we examine various tonal portrayals of
privacy violations in Section 5.4.

5.1 Directing Viewer Attention (RQ 3)

Artworks can direct attention toward important elements through
techniques of emphasis but also reveal elements through techniques
of obscurement. Common techniques include lighting, collages, or
even obscuring information.

Alerting Viewers at the Moment of Privacy Invasibinree pieces
(A39, A42, A56) alert viewers to an invasion of privacy the moment
it happens. By providing real-time noti cations, these works may
show the frequency of surveillance and allow viewers the opportu-
nity to recognize and potentially avoid future intrusions. Blinder's
Dark Side of the PrisA\56), a downloadable tool, plays a snippet
of Pink Floyd'sDark Side of the Modreach time the NSA's PRISM
invades a user's privacy. Wunderling&udiencgA39) displays a
public image from Flickr and takes a photo of the viewer, then
immediately noti es the owner of the public image that it has been
viewed by commenting a blurred version of the viewer's photo on
the image. The viewer in turn sees the publicly posted comment.
In-the-moment alerts expose the immediacy of privacy invasions
while prompting viewers to consider their own vulnerability.

Exposing Those Surveilled and Surveillance with LigHiigét
pieces use lighting to indicate surveillance and direct viewer at-
tention. Lighting can be an analogy for visibility, paralleling the
implied spotlight of being under surveillance. Five pieces use lights
to direct viewer attention to a speci ¢ area of a piece, where two
(A4, A25) highlight surveilled subjects. In Huangréie Eye and |
(A25), a central lighthouse emits a rotating spotlight, illuminating
cells within a VR panopticon. Two pieces use light to indicate that
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Obscuring Information with Compositix pieces used compos-
ites i.e., combinations of multiple overlaid images that create a new
image. Using composites could illustrate how a speci c individ-
ual can be lost when part of an aggregate. Over 1,000 individuals'
faces are obscured in Riekstin®8sick to the LightA15) as they are
overlaid on top of one another, making a single hazy and uniden-
ti able face (see Figure 4c). Similarly, Tarat'andsat.EartifA26)
showcases low-resolution images of earth for monitoring of the
atmosphere stitched together. Though this technology is part of
the surveillance apparatus, in this form it is unable to be used for
the direct surveillance of individuals.

5.2 Viewer Perspective (RQ 3)

The relationship between observer and subject is a common theme
in privacy art [40, 182 27]. Attention drawn to surveillance may be
fetishistic in nature (A46, A47). In VermeersGirl Reading a Letter
by an Open Windoythe viewer peers into a young woman's pri-
vate moment (featuring symbolic elements such as window blinds
thrown open, suggesting an a air)36Q (see Figure 5a). In other
cases, the viewer is the subject of a voyeuristic gaze watched by
a giant eye (A25) or being in a space with large windows leaving
nowhere to hide (A69). In two (A4, A8) pieces, viewers are both the
observer and the observed. In AdahTie ExhibitedA4), the per-
formers watch back, inspired by historical Human Zoo[s]291.

In Ghani's Security BlankefA8), initial viewers whisper secrets
into a wall; future viewers listen.

Camera POVThirteen pieces used a camera point of view (POV),
immersing viewers in the perspective of surveillance (see Figures 5b
5c¢). Ten pieces speci cally focus on surveillance systems which
look down on subjects from a bird's-eye-view, allowing viewers to
explore what surveillance cameras see and feel the inescapability
of being in view (see Figure 5b). This POV is commonly (N=11)

surveillance devices are active (A21, AS7), such as a subtle white displayed as videos on monitors such as at screen televisions (A39,

bounding box framing the viewer's face in a mirror (A57). Instead
of using light to explicitly direct a viewer's attention, Adahl'She
Exhibited(A4) uses contrasting bright and dark spaces where per-
formers can move between to escape the spotlight, though they
remain visible in every location (see Figure 4b).

Showing Connections and Scope with Collages of Informatio
Twenty-seven pieces use a collage e ect for display. In these pieces,
viewer attention is directed tanultiple visual components (e.qg.,
images, videos), which may show the vastness of surveillance and

A50, A73), cathode ray-style televisions (A14, A15 A60), CCTVs
(A29, A67), or computer monitors (A49). Uniquely, Leclerdgys-
broidered Surveillan¢A70) displays 1/24 second stills of surveil-
lance footage in cross-stitch, creating a frozen, permanent contrast
tothe eeting nature of a moment. Six pieces make use of livestream
I,}{ideo, with three (Al4, A49, A73) directly surveilling the viewer
(see Section 4.4) and one (A67) surveilling members of the public
nearby. Viewers hold the objectifying gaze of the surveillant and
may question their role in systems of observation.

data collection. Six pieces showcase still images in grids (see Fig- Visualizing Al.Seven pieces use a camera POV in conjunction
ure 4a), ranging from photos of surveillance cameras (A9) to objects yith hounding boxes and image distortion to display how cameras
(e.g., food, toilets) from an artist's personal life (A31), both exposing  gee with Al and computer vision. Five works use bounding boxes
and obfuscating surveillance. Five pieces display video surveillance 1, oytline faces (A2, A10, A57, A61) or bodies (A67) and two (A2,
footage in grids, showcasing the vast amount of data collected by A10) comment on possible facial recognition errors (see Figure 5b),
CCTVs. Two pieces use grids to display non-photographic content 4raying attention to the assumptions embedded in algorithms. Two
such as identi cation (A48) and leaked government documents hiaces (A32, A38) feature morphed bodies and environments as a
(ASS5). One (A7) uses overlapping collage to display a colorful word  regyjt of small datasets being fed into a GAN (generative adversarial
cloud of common passwords. network) (see Figure 2b), creating an eerie stitching of images.
These visualizations reveal the interpretive power and the potential

3The iconic album cover of Pink FloydBark Side of the Moaf1973) prominently misjudgments inherent in Al-driven surveillance.

features a triangular prism on a black background.
4PRISM is an online surveillance program run by the US NSA that collects user data

from websites and services like YouTube, Facebook, and Yahoo, among others. 5Gemaldegalerie Alte Meister, Staatliche Kunstsammlungen Dresden
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