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Abstract

User-facing communication about privacy (e.g., privacy policies,
privacy tools’ user interfaces) is frequently ignored and often in-
effective. In contrast to these arguably staid interfaces, artworks
often focus on provocation, engagement, and critical interpretation.
For decades, artists have created privacy art—artistic media in gal-
leries relating to the surveillance and privacy of individuals. What
are artists saying about privacy, and how? Crucially, what lessons
might they have for designing privacy-focused user interfaces?
To this end, we compiled over 800 privacy artworks, qualitatively
analyzing a sample. Common topics spanned artistic media (from
paintings to immersive installations) and eras. Artworks built upon
familiar concepts (e.g., cameras, homes) to speculate on society’s
future and present personal information (e.g., artist, viewer, public).
We discuss lessons for making non-artistic privacy communica-
tion more engaging and powerful through directing attention (e.g.,
lighting, collage) and setting a tone (e.g., unsettling, fun, mundane).
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1 Introduction

Communicating with users about privacy decisions is a major focus
of usable privacy research [86]. To date, however, privacy topics
have typically been communicated to users through lengthy and ab-
stract privacy policies [171, 172, 214, 228] or user interfaces that are
similarly abstract and difficult for users to understand [53, 86, 200].
While researchers have proposed some alternative communica-
tion mechanisms [285] including icons [112, 122], “nutrition” la-
bels [134, 215], and comics [255], for the most part, these methods
have not been widely adopted. Notably, existing privacy user inter-
faces often fail to capture societal values or to “critique, speculate,
[or] present critical alternatives” [276]. More generally, one might
argue that privacy concepts are usually communicated to users
in ways that are staid, boring, and corporate, which might help
explain why users often ignore these communications [221]. Thus,
some pro-privacy researchers have suggested the use of different
design methods—including speculative [76], critical [14], and value-
sensitive [90, 139, 236] design—to provoke reflection [276].
Primarily separate from the community of usable privacy re-
searchers and practitioners, artists have been creating artworks
about privacy for decades. Rather than needing to conform to typ-
ical corporate and academic communication constraints, artists
have a far wider mandate to comment on the political and personal.
Broadly, art can “mobilize the masses” and “tackle the most difficult
and most important [tasks]” [23]. In computing, art can be a “distinc-
tive way to illuminate key technical and social issues” [118]. Privacy-
focused art has become an increasingly clear part of the artistic
canon, with artists’ statements explaining how they seek both to ex-
pose and to resist privacy invasions [40, 54, 181, 182, 271]. Even out-
side of the privacy realm, artists use diverse media and techniques
to explore complex topics in computing [246]. Ongoing discussions
in HCI have advocated for the further integration of arts-based
methods in computing to illuminate new knowledge [74, 175, 229]
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(d) Adam Harvey’s Hyperface quilt, tricking
facial recognition systems [117].
©Hyphen-Labs and Adam Harvey

(e) Francine Leclercq’s tapestry Embroidered
Surveillance [146]. ©Francine LeClercq

(f) James Bridle’s collage Every CCTV
Camera [38]. ©James Bridle

(g) Eva and Franco Mattes’s My Little Big
Data [168]. ©Eva and Franco Mattes

Figure 1: An informal comparison of standard privacy communications (Figures 1a—1b) and privacy art (Figures 1c-1g).

and inform user interface design [4]. As Bardzell and Bardzell artic-
ulate, “We can improve knowledge not just by developing better
formal methods of data collection and analysis (i.e., a strategy em-
braced by traditional science); we can also improve it by being more
experienced and sensitive embodied thinkers in the first place (i.e.,
a strategy embraced in the arts and humanities)” [14].

To date, the handful of efforts to catalog privacy and surveillance
art have had a very limited scale. For instance, the International
Association of Privacy Professionals has a webpage collecting 35
artworks about privacy [126]. Others have made small (e.g., top 10)
lists of surveillance artworks [77]. Cahill et al. assembled an online
database of 31 artworks discussing surveillance in Canada post-
9/11 [48]. Similarly, various art galleries have held small exhibitions
focused on privacy or surveillance [48, 58]. To our knowledge, no
existing collection includes more than a few dozen pieces.

This flurry of artistic activity in communicating privacy top-
ics to humans raises a number of questions. At a high level, what
are these artworks saying about privacy, and how are they doing
so? Furthermore, what lessons might these artworks’ techniques
have for interaction designers, who are also tasked to communi-
cate privacy topics to humans, albeit frequently under different
constraints? To this end, we brought together an interdisciplinary
team of researchers with backgrounds in usable privacy, media
studies, and fine art. We explore provocative and novel approaches
to privacy communication for end users. Specifically, we answer
the following research questions:

RQ1: What is the shape and scope of practice in privacy art?
What works are being created to highlight the surveillance
and privacy of individuals, in what media, and by whom?

We assembled a database of 859 artworks we characterize as
privacy art, or artworks that relate to the privacy or surveillance of
individuals and that have been exhibited in art venues (e.g., galleries,
museums). In total, 332 different privacy artists created these works.
Creating this largest-of-its-kind database required a structured
discovery process combining keyword searches, snowball sampling,
and feedback and suggestions from practicing privacy artists. While
we used this database to answer our research questions, we also
contribute to the community an interactive website! of our database
as an artifact intended to facilitate future research on privacy art.

We first wondered what aspects of privacy these artworks cov-
ered. To that end, we qualitatively coded digitally archived descrip-
tions (e.g., images, videos, artist statements, media coverage) on a
sample of 73 artworks. We primarily used weighted random sam-
pling to select artworks from our large database, giving us a broad
set of artworks to answer our next two research questions:

RQ2: What components and subjects are artists highlighting
in their privacy and surveillance artworks?

First, we observed a visual language that featured familiar forms
like surveillance devices (e.g., cameras, microphones) and homes,

1Our full database can be found at our website: https:/privacyart.net
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closely mapping to imagery and metaphors in end-user privacy com-
munication [183, 190, 289]. Privacy art in our database commonly
highlighted the existence and impact of the surveillance of individ-
uals by governments and/or corporations. Some works focused on
the bi-directional relationship between surveillance and identity, as
well as privacy risks heightened by artificial intelligence (AI). The
artworks additionally presented means of resisting surveillance,
encompassing specific real and speculative approaches, as well as
general techniques (e.g., camouflage). Some privacy art commented
on, and provocatively collapsed, distinctions between public and
private. Finally, some built upon an artist’s personal experiences
and data. Broadly, subjects observed in privacy art included the
artist, the viewer, specific individuals, groups in aggregate, and
even surveillance devices themselves.

To inform the design of privacy communication outside artistic
contexts, we focused on the following question:

RQ3: What mechanisms do privacy artworks employ to com-
municate about privacy and surveillance?

We observed a number of mechanisms that conveyed artworks’
key messages about privacy. Privacy artworks in our sample uniquely
directed attention primarily through visual methods (e.g., spotlight-
ing with actual light). In contrast, other artworks employed collage
and aggregation techniques to overwhelm viewers. Some artworks
are presented through the “eyes” of a surveillance system, display-
ing the viewpoints of CCTV cameras and computer vision bound-
ing boxes over images. Similarly, some works allow the viewer to
interactively explore a piece. However, this interaction may be com-
pulsory to experience a piece, and information may be withheld,
violating a viewer’s control. Surprisingly, artworks differed widely
in tone, ranging from unsettling to fun, from formal to familiar (e.g.,
a childhood bedroom), stirring negative emotions through either
direct communication or selective juxtaposition.

We conclude by exploring how components and mechanisms
in privacy art can inform provocative privacy communication ap-
proaches (Section 6). Our insights suggest early-stage design op-
portunities for interaction designers and human-centered privacy
researchers. We also offer strategies for pro-privacy companies and
organizations, such as Mozilla, Brave, and DuckDuckGo.

2 Background and Related Work

In the digital age, surveillance has seeped into many aspects of life.
Scholars have suggested that the world is under an ever-watching
panoptic gaze of public and private entities [13, 167, 290]. Further-
more, constant data collection driving surveillance may lead to self-
censorship [167]. As a result, communicating with end users about
privacy topics is critical [1, 20]. Unsurprisingly, then, privacy com-
munication and interface design are key areas of research [86, 153].

2.1 Usable Privacy Communication

Privacy communications span many formats, including educational
materials, research tools, and interfaces for privacy settings. We
focus on communications by usable privacy researchers and pro-
privacy companies to provoke privacy reflection. Common methods
of communicating about privacy—like text privacy policies, cookie
banners, and LEDs on physical devices [226]—can be opaque and
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dull, offering little to engage users [112, 134, 138, 178, 228]. Prior
work has explored alternative communication approaches, such
as icons [20, 67, 122, 226] or privacy “nutrition labels” [134, 215].
Unfortunately, even icons communicating “simple and familiar con-
cepts” often require clarification text [112], and icons may be inter-
preted differently across cultures [122]. Furthermore, these works
primarily focus on updating existing privacy communications, like
privacy policies or data-use notifications [112, 122, 134, 215].
Usable privacy research has detailed overarching themes in pri-
vacy imagery [183, 190] and communication design [112, 226],
which we revisit in Section 6. Oates et al. categorize privacy as illus-
trated by everyday individuals [190]. Motti et al. take a broader ap-
proach, compiling digital images from end users, web designers, and
professionals—specifically, “journalists and content-creators” [183].
We expand this research by analyzing works from professional
artists. Differently, Habib et al. explore privacy icon design [112],
and Schaub et al. detail how effective privacy notices are displayed
to users through timing, channel, modality, and control [226].
Some researchers have suggested creating more engaging or
“entertaining” [255] privacy communications. For example, Schlegel
et al. suggest animated eye imagery to show how much user data is
accessed [228]. Additional strategies proposed include video games,
table-top games [26], comics [150, 255], and videos [243] seeking to
change user behavior [285]. Researchers have found that interactiv-
ity increases system transparency [215] and that user curiosity [138]
promotes engagement with privacy policies. For example, privacy
policies formatted as comics hold user attention better than text-
based policies [255]. Researchers have tested novel mediums such
as virtual reality [131, 153], theater [131, 195, 241, 242], electrical
muscle stimulation [70], and dance [56] to highlight data collection.

2.2 Prior Characterizations of Privacy Art

In recent years, there has been a “proliferation of critical surveil-
lance artworks” [182]. The work of artists like Dries Depoorter [121],
Kyle McDonald [164], and Trevor Paglen [41] has received coverage
from major news publications, though surveillance art has largely
been ignored by usable privacy and design research. Brighenti de-
fines “surveillance art” as “contemporary artwork that in some
way hints to or deals with topics, concerns and procedures that
fall within the interest of surveillance studies” [40]. Because we
are interested in communication to end users, we focus on art-
works related to the surveillance or privacy of an individual. Our
definition both excludes works that would fall under Brighenti’s
definition (e.g., surveillance of an organization) and includes works
that Brighenti’s would not (e.g., about privacy policies or practices).

Surveillance art may highlight specific surveillance technolo-
gies [18, 246]. For example, the use of cameras in the 1895 film
Workers Leaving the Lumiére Factory [159] invoked what was soon
considered a form of workplace surveillance [287]. Artists similarly
highlighted the impacts of introducing CCTV and personal video
cameras by inviting viewers to surveil themselves [246, 271, 287].
While we focus on artworks that employ surveillance technologies
to critique those technologies, some contemporary artists employ
similar surveillance [11, 18, 246] or Al [246] technologies to enable
interactivity, not comment on privacy. Thus, our work is distinct
from Stark and Crawford’s analysis of data ethics in art, despite
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overlapping artists. Stark and Crawford predominantly focus on
artist’s personal beliefs about the use of surveillance technologies
and Al in art [246] with limited design recommendations (namely
“defamiliarization”—presenting familiar concepts novelly). While
we see some themes around Al and algorithms, our analysis centers
on the design mechanisms used in artworks that focus on individual
privacy (even if surveillance technologies are not used).

Prior scholarship outside of computer science (e.g., media arts, art
history, architecture) explores themes that define the surveillance
art space. This includes resistance to surveillance [132, 181], con-
structing public and private space [119, 128, 234], and importantly
gaze: how the viewer observes and how they are observed [40, 182,
271]. In our analysis, we observe and expand upon these existing
themes, and many more (e.g., speculating on the future, creating fun
or unsettling tones), which we then discuss in relation to privacy
communication outside artistic contexts (Section 6).

While surveillance art has been defined as a body of work, to our
knowledge no one has created any large databases mapping surveil-
lance art. Instead, artistic analyses of surveillance art have typically
focused on a single artist or small set of works [132, 280]. Schol-
arly analysis of surveillance art generally explores fewer than a
dozen artists at a time [40, 54, 181, 182, 271] and primarily discusses
contemporary art [40]. Cahill et al. collected 31 artworks focused
on surveillance in Canada [48], while popular media outlets have
discussed similarly small sets [77, 116, 176]. To our knowledge, the
largest collection was a book by Bertrand and Bridle [28] cataloging
43 artists, 26 of whom met our inclusion criteria (see Section 3.2).
In contrast, we compile 859 artworks across 332 artists.

Data-Handling and Consent in Art Galleries. Within artistic spaces
the line between ethical boundaries and censorship is murky and
highly contested [10, 174]. There are limited guidelines for con-
sent inside a venue—content warnings [10], notifications of being
recorded [35, 188]—or being the subject of a piece. On the latter
point, the ethics of photographing people from public vantage
points has been widely debated [174, 179, 192, 210, 254]. Standard-
ization is mainly relegated to a venue’s website privacy policy [152].
Through artist interviews, Stark and Crawford find a debate playing
out as some artists express concerns about invading the public’s
privacy, while others believe they have a “social and even legal
exception” [246] to use personal data [246]. Though surveillance
technologies are increasingly used in contemporary art, Stark and
Crawford also argue that art critics may not understand the impli-
cations of data collection [246]. While scholars across disciplines
have argued for increased considerations of privacy and data in
art venues [152, 246], the debate continues over the “eternal and
recurrent dualities of [...] ethics/artistic expression” [174].

2.3 Approaches to Design

The foundations of interaction design are situated within the hu-
manities/artistic spaces [15, 98], science fiction media [34, 251, 279],
critical theory [15], and applied arts [14]. However, artworks and
the discourse around them are seldom cited in the HCI litera-
ture [205]. Even previous surveillance and privacy design research
has not studied the richness of the established space of surveil-
lance art existing in parallel [88, 259, 279]. Here, we outline design
methodologies (e.g., value sensitive, emotional, persuasive, critical,
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speculative) employed to conceptualize privacy. We discuss these
methodologies in the context of our own findings in Section 6.

Interaction design has a rich history in HCI with applications for
the practice community and as mechanism for Research Through
Design (RtD) [204, 288]. Design often focuses on consumer products
in everyday contexts [82, 88, 98, 259, 279], allowing researchers to
more directly engage with users [204] and grapple with wicked
problems [288] like privacy. RtD takes many forms [204], including
tangible prototypes [140], design workbooks [99, 228], fictional
narratives, and participatory storytelling workshops [66, 104, 111,
148] to facilitate discussion for designers, researchers, and end users.
Privacy by Design (PbD) focuses on embedding privacy choices into
tools by default based on predefined concerns. Previous work has
argued that design methods can inform more holistic viewpoints
and considerations for the addressed privacy concerns [277]. Design
methods often focus on provoking reflection, as we explore here.

Privacy is a key value that is often central to discourse about
data-driven technologies [39, 57, 89-91, 139, 236, 277]. Value sen-
sitive design (VSD) centers the values experienced uniquely by
different people, cultures, and contexts [39, 90] throughout the
design process to identify unintended consequences for stakehold-
ers [90, 139, 236]. Workbooks can be used as “value levers” [236] to
help developers anticipate privacy concerns early in design [277].
In our study, we explore how different topics and mechanisms in
privacy art may prompt reflections on privacy.

Researchers and designers may also provoke reflection through
emotional design. Positive emotions are often favored to promote
connection to technologies [69, 96, 130, 189, 281]. Discomfort and
creepiness may be favored for privacy provocation [22, 113, 147].
Researchers explore creepy violations of privacy by analyzing tech-
nologies [143, 258] and embedding creepiness into designs or stories
to foster discussion [217, 219, 237] for researchers [213, 219, 248]
and with users [177, 237, 248]. For example, privacy dashboards
provide visualizations of users’ data [84, 233], presenting overly
specific personalization and data inferences [217]. Uniquely, Creep-
yLeaks uses electrodes to induce a mild electric stimulation when
data is leaked to third parties [237]. We explore novel methods from
privacy art for evoking creepiness in Section 6.3.1.

Persuasive technologies seek to change a user’s behavior, such as
via mobile games that show security scenarios to enhance smart-
phone users’ security awareness [93-95]. However, persuasive de-
signs promote a specific point of view and can obfuscate informa-
tion to manipulate and deceive users through dark patterns that
often encourage consumerism [24, 87, 108]. In our study, we seek
to promote viewer/user reflection. While critical designs are created
with a specific point of view [15, 17, 76], these designs critique
everyday practices surrounding consumerist products [14, 76, 269].
For example, Teyssier et al. create Eyecam, a realistic anthropomor-
phic webcam of a human eye, which exaggerates the feeling of
being watched to prompt reflection on the ubiquitous device [259].
Thus, similar to privacy art, critical designs prompt reflection on
common practices. We elaborate on this point in Section 6.

Speculative design explores near-future technologies—often con-
sumer products [82, 88, 98, 259, 279]—that are technologically plau-
sible [98]. Researchers and viewers “think about the future [and...]
critique current practice” [12, 76]. For example, Fox et al. create a
catalog of near-future menstrual tracking tools informed by current
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applications’ privacy policies to explore possible futures [88]. We
expand upon speculative approaches in privacy art in Section 6.1.

Design fictions place speculative design artifacts within their
broader societal contexts and narratives [32, 137, 249]. Derived
from film theory [137], design fictions are used to analyze filmic
media [154, 256, 275], but may also be a tool to investigate the
context of future technologies [32, 34, 155, 244, 251, 259, 278, 279].
For example, Wong et al. employ a workbook of near-future scenar-
ios inspired by a science fiction novel to explore “how researchers
can understand and make use of cultural representations of new
and emerging technologies to interrogate their privacy implica-
tions” [279]. Differently, Blythe et al. conduct workshops with par-
ticipants to create their own design fictions about privacy in al-
ternative historical contexts [34], arguing for the importance of
critique in a world with more limited privacy [34]. In this study we
look towards art as inspiration for speculative designs (Section 6.1).

2.4 Communicating Computer Science with Art

The importance of design is understood to be the “ease” [15] in
which it can be integrated into everyday life [15, 76], leading to
debates in HCT if design is never or sometimes art [76]. However,
opportunities for interaction design exist outside the confines of the
everyday and within the arts. For example, Blythe et al. argue for
the importance of “magic machines” (rather than those governed
by plausibility) to broadly explore and critique technologies [33].
Ongoing discussion in HCI have explored a greater integration and
appreciation of the humanities [16] and arts-based methods [175]
in computing research [51, 75, 149, 185, 229, 252]. For two years,
CHI hosted an art gallery, Art.CHI, to showcase the work of digital
artists [83, 161]. HCI researchers may even identify as artists them-
selves [253]. Some research has looked at how artistic aesthetics
may inform user interface design [4]. However, within HCI the
broader fine arts community remains underexplored, with calls for
interaction design to explore the methods of interactive art [74]. As
an interdisciplinary team, we engage with a broad range of artworks
across medias relating to surveillance and privacy. As Zimmerman
argued for the “lost opportunity for the HCI research community to
benefit from the added perspective of [interaction] design thinking
in a collaborative research environment” [288], we argue for the
importance of art as a perspective for the HCI community.

Both specific to privacy and broadly, some prior works used art
to convey computer science topics [60]. For example, Hemment et al.
worked with artists to explain AT’s social issues [118], while other
computer scientists had artists help develop privacy tools [81, 208].
Plaut et al. suggested “using problematic technology to teach about
problematic technology” [208]. Elsden et al. worked with artists
to create interventions limiting personal information shared on
Zoom [81]. Privacy artists have also engaged computer scientists to
create artworks, such as Rubin and Hansen’s Listening Post [60]. In
contrast to previous studies, where artists [81, 208] were consulted
to design specific pieces, our work synthesizes general tactics.

3 Methods

We began with a structured discovery process (Section 3.1 and
Appendix A) to assemble a database of privacy art. We then qualita-
tively analyzed (Section 3.3) a sample of works from this database to
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characterize communication methods in privacy art using iterative
open coding. This let us draw connections between different works
and explore privacy artists’ mechanisms, topics, and techniques.

3.1 Creating a Database of Privacy Art

Our discovery process began with creating a Foundation Set sourced
from keyword searches, research team members’ prior knowledge
(see Section 3.4), suggestions from experts (e.g., practicing artists),
and dozens of students in an interdisciplinary course on privacy
art. We conducted initial keyword searches between Fall 2024 and
Spring 2025 using search engines (primarily Google and Duck-
DuckGo) and arts databases including the MoMA Collections [191],
Ars Electronica’s Prix Archive [136], and Smithsonian Libraries Art
and Artist Files [151]. Keywords included common surveillance and
privacy terms from media, research, and literature. These ranged
from simpler searches like “privacy art” to more specific searches
like “facial recognition artworks.” Specifically, our searches com-
bined each of four art terms (art, artwork(s), artist(s), and exhibition)
with one or more privacy or topic terms:

e Privacy terms: privacy, (mass-/counter-) surveillance
o Topic terms: (location) tracking, circumvention, phone, facial
recognition, (personal) data, social media, camera

To augment keyword searches, we relied on expert knowledge
to ensure our database included key instances of privacy art. For
instance, we received input from three practicing artists with back-
grounds in media, arts, and architecture, as well as library subject
specialist in the arts. These experts particularly provided insight
on historic artworks where organized digital documentation may
be more limited. Additionally, we crowdsourced 61 submissions
from 24 different students in an interdisciplinary course on privacy
art taught by members of our study team. For each artwork, we
applied the inclusion/exclusion criteria detailed in Section 3.2.

For all artworks, we learned about the piece by visiting the
contributing artists’ personal websites to review descriptions of the
work. We investigated all other works by that artist, again applying
our selection criteria. For artists without a personal website, we
relied on exhibition pages, media coverage, or academic literature.

To expand our database, we further investigated contributing
artists and exhibition venues from the Foundation Set in a pro-
cess similar to snowball sampling. First, we collected the names of
artists with artworks exhibited in shows alongside pieces in the
Foundation Set. Works found through this broadened search were
placed into Set 2. For Set 3, we repeated this process with venues
and artists from Set 2.

Website. To share our database with the wider scientific and
artistic communities, we created a website for searching our data-
base: privacyart.net. The website, constructed using Astro/React
and MySQL, has a grid view of all artworks in the database with an
image of each. Clicking on an artwork gives the title, artist, year,
and links to the artworks. Users can search by title or artist name.

3.2 Artwork Selection Criteria

Similar to how previous work has examined privacy representa-
tions in specific media, such as television [92] and (amateur) draw-
ings [190], we focus on publicly exhibited artworks in formal settings
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like galleries, museums, and arts festivals. These have unique in-
teraction techniques, constraints, and tropes, allowing for more
specific and feasible mappings of the spaces. To most readily trans-
late our findings to usable privacy research, we chose to focus on
the privacy and surveillance of individuals, as opposed to larger
groups or organizations. We focus predominantly on visual art
for more direct applications to designing interfaces and notifica-
tions [20, 183, 220, 226]. We set formal inclusion and exclusion
criteria via iterative team discussions while collecting initial art-
works. Potential edge cases were flagged for discussion with our
larger team and included or excluded based on team consensus.
Our full selection criteria follow:

(1) We only include pieces that were at some point displayed
in galleries, as public art (e.g., installations in public build-
ings/parks), or publicly accessible digitally in an art context.

(2) We only include works typically displayed as an “artwork.”
Works in literature, film, or long-form media format were
excluded unless displayed or exhibited as an artwork in a
more formal setting. The ephemeral experience of formal
settings is more similar to privacy communications in the
wild, providing immediate visual or short-form experiences.
We similarly considered works exploring privacy in the-
ater [131, 195, 241, 242] out of scope. Works in formal set-
tings have consistent interaction modes, where viewers can
enter and exit the space (e.g., gallery) at will, unlike singular,
self-contained experiences of theater or film.

o Example: Hito Steyerl’s short film How Not to Be Seen [250]
was exhibited in art galleries, so it is included.

o Edge case: George Orwell’s novel 1984 [196], though widely
known for commentary on surveillance, is a book not
primarily exhibited as an artwork, so it is excluded.

(3) Since we care about privacy communication with end users,
not the inner workings of surveillance entities, we only in-
clude works that focus primarily on the privacy of an indi-
vidual or the general public.

e Example: Kyle McDonald’s ICESPY [173], concerning cit-
izen surveillance (i.e., identification) of ICE agents, is in
scope since it involves privacy invasions of individuals
(specific government workers).

o Edge case: Trevor Paglen’s Black Sites [197], centered on ex-
posing CIA secret prisons, is not in scope, since it exposes
the practices of an organization without commenting di-
rectly on the surveillance of individuals.

(4) We included pieces that artists did not themselves present as
privacy art if they prompted significant critical discussion
relating to privacy (e.g., in media discussing the piece). Art
is subject to interpretation past intent.

o Example: Arne Svenson’s The Neighbors [254] consists of
photographs taken through windows, prompting outrage
from (unwitting) subjects who felt their privacy had been
invaded. While the artist said the piece is about life’s un-
noticed moments, most critical discussion has mentioned
privacy, so we include it.

e Edge case: Jason Bruges’s Platform 5 [45] might be seen as
involving anonymity or data persistence. We did not find
such commentary from the artist/media, so we exclude it.
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(5) Many historical oil paintings depict private or intimate mo-
ments. We included those for which ensuing critical/scholarly
discussion focused on privacy invasion. The voyeuristic facet
of viewers’ intrusion into private moments connects these
works to others more overtly focused on privacy invasion.
o Example: We include Edgar Degas’s Woman Bathing in
a Shallow Tub, as critical analysis often highlights the
voyeuristic invasion of privacy of looking through a key-
hole at a seemingly oblivious subject [27, 42].

e Edge case: Mary Cassatt’s The Bath [52], while portraying
a private moment in the home, is typically discussed as
tender and innocent, not invasive [284], so we exclude it.

3.3 Data Analysis

Because of the size of our database and time-intensive qualitative
coding process, we coded a weighted sample of artworks from
our database. Because pieces in our Foundation Set were the first
suggested by experts or identified by keyword searches, we wanted
to oversample those; we did so by weighting them 1.5X works in
Sets 2-3. To ensure a breadth of styles and perspectives, we ensured
that each artist appeared only once in our sample.

We analyzed 73 sampled artworks using iterative open cod-
ing [223]. We employed a rigorous codebook development and
consensus-coding process. Each piece was coded in MAXQDA by
at least two researchers and all disagreements were resolved within
the broader team. All artworks, independent of media, were coded
as compiled PDFs containing information from the artist’s website
(e.g., images, artist statement). If an artist statement was not avail-
able, we included text about the work from art criticism or other
scholarly literature. If a video or interactive digital element was
embedded, coders experienced the element in a web browser and
applied codes (e.g., perspective, interactivity) to applicable screen-
shots [223]. However, most codes were already present in text.

Though there is inherent subjectivity in qualitative and artistic
analysis, we applied codes as rigorously as possible to our compila-
tions of images and text about the work. For example, audiovisual
component codes (Section 4.2) were derived from observable or
audible elements. Beyond cataloging formal elements relevant to
privacy communication, we also identified affective aspects aligned
with interaction design practices (Section 2.3). More subjective
themes, such as topics (Section 4.3) and ambiance (Section 5.4),
emerged through textual analysis. Where possible, we used in-vivo-
style coding [223]. While an artist may not explicitly outline why
they used particular mechanisms (e.g., color scheme, composition),
artist statements can be informative as to which values may be
ascribed to a work as a whole.

Initially, two researchers independently coded four artworks
selected for their distinct concepts and execution, generating a
draft codebook that they then applied to three additional pieces,
discussing the state of the codebook with the larger research team.
At this point, two additional coders joined the team, and all four
coders reached consensus on codes for seven additional artworks.
The four researchers then independently coded 15 artworks from
our sample, meeting as a full team after every five artworks to
discuss new codes and themes. At that point, we moved to a split-
coding approach where these four researchers worked in rotating
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pairs, independently coding each artwork. Each pair met to discuss
and resolve disagreements after every five pieces, while the full
research team (including faculty in both the arts and computer
science) also met regularly to review the state of the codebook.
We continued this process until no new codes were introduced
for five artworks in a row per pair of coders. This occurred after
73 artworks. Our full codebook can be found in Appendix C, and
an example of a coded work can be found in Appendix D. Due
to the subjectivity of and vastness of creative works, we focus
on reaching a stable understanding of components, mechanisms,
and their affective aspects, rather than conventional saturation
of knowledge. Though artworks with unique mechanisms may
exist beyond our sample, our aim is not to enumerate all possible
mechanisms; rather, we examine those common among multiple
artworks, so we may compare and contrast how these are used.

3.4 Study Team Composition and Positionality

Our interdisciplinary team’s expertise spans both the art and com-
puter science domains. All four coders are students at various levels
focusing on computer science, but with additional academic experi-
ence (e.g., double majors/minors in media arts) or prior experiences
publicly exhibiting art. Our broader study team includes faculty
members in computer science (specializing in security and privacy),
the arts, and media studies. All faculty members have taught aca-
demic courses that discuss surveillance art. This combination of
artistic understanding and technical privacy knowledge enabled
our team to interpret artworks through both lenses, facilitating
nuanced analysis that bridges the gap between artistic expression
and applications in privacy research.

3.5 Limitations

Our work has a number of limitations, many of which are common
in qualitative analysis.

Scope. Though our database of privacy art is by far the largest
to date, it is likely impossible to create one that is comprehensive.
While we relied on web searches, suggestions from practicing pri-
vacy artists, and multiple other methods, it is near certain that we
missed works. For example, our keyword searches included terms
related to surveillance art, which was characterized in the 2000s
and 2010s alongside the rise in surveillance technologies [40, 182].
This may bias our database towards more recent works and those
that include these technologies (e.g., surveillance cameras). Some
privacy artworks are likely to remain inaccessible—not archived
online, lost to time, or lacking documentation. Furthermore, while
our research team is multilingual and includes multiple cultural
backgrounds, we are all affiliated with universities in a single coun-
try. There are likely works that we cannot access based on either
language barriers or different cultural interpretations of privacy.
Due to our methods, though, it is likely that we covered many of
the most notable privacy artworks. That said, we intend for our
database’s website to be a living document; as such, it includes a
form with which others can submit artworks for possible inclusion.

Weighted Sampling. Since we intentionally biased our sampling
process toward the Foundation Set, we potentially overrepresent
well-known artists and more recent works in our selection. While
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this may limit our analysis of less-well-known artists and older
works, we seek to map common techniques in the space in our anal-
ysis rather than evaluating every topic or mechanism. Additionally,
these works have expectation to be public and to be analyzed.

Formal Arts Institutions. While privacy communications can em-
ploy multiple media [226], visual elements, such as those present
in formally exhibited artworks (Section 3.2), are most prevalent.
However, formal art institutions may be skewed towards Western
perspectives and built upon colonialism [19, 115], often excluding
independent artworks such as grassroots art, graffiti, protest art,
and memes. These abundant artistic practices have distinct modes
of interaction and creation warranting further in-depth exploration
in future studies. Even if posted online, independent artists may
not expect their work to be analyzed in academic contexts [85].
Researchers should collaborate with communities and artists when
studying these works [55, 185]. To conduct a large-scale analysis,
we focus on formally exhibited artworks that have an expectation
of being viewed by large crowds and being the subject of critical
discourse. Formal venues have more consistent documentation and
accessibility, making them better suited for our analysis.

Subjectivity. Art is subjective, creating interpretive challenges.
Our team viewed works through a technical privacy lens. While we
used consensus coding on available statements by artists themselves
and/or art critics, we cannot capture all possible interpretations.
Similarly, selection criteria boundaries are inherently debatable.
Our team debated selection criteria over months and spent extra
time deliberating over edge cases. Though our criteria are certainly
not the only basis for evaluating privacy artworks, we chose them
based on applicability to usable privacy research.

Perspective. We characterize our interpretations and those sug-
gested by the artists (or critics), not viewers of the artwork, differing
from actual experiences of art. It is unreasonable to assume that
an artwork will have the same effect on every viewer. Our team
viewed most artworks outside their original context (i.e., online or
in photographs, rather than in a gallery or in-person exhibition).
We also relied heavily on artist statements, which are often a sec-
ondary or tertiary artifact in a gallery setting. We attempted to
standardize formats and consulted direct sources (e.g., quotes or
artist statements), if possible. Nonetheless, our approach may have
missed notable nuances of these artworks.

4 Results: Components in Privacy Art

In this section, we provide an overarching look at what privacy
artists are saying in their art. Section 4.1 describes our database and
sample set composition and Section 4.2 details audiovisual compo-
nents (e.g., symbols, objects). After discussing topics present in the
works (Section 4.3), we discuss how artworks emphasize different
subjects of privacy invasion and data collection (Section 4.4).

4.1 Database Characteristics (RQ 1)

As of this writing, our database includes 859 artworks by 332 unique
artists, 78 of whom collaborated with others. Our database spans
over 350 years of privacy art: the earliest work is Las Meninas,
painted by Diego Velazquez in 1656; the latest pieces are either
ongoing or are currently exhibited at an artistic venue.
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Sample Set Composition. Our sample set includes 73 works (see
Appendix B). While many works are collaborative, all artists ap-
pear only once in the sample set. Artists came from national back-
grounds spanning 32 countries; most artists are Europe-based (49%),
followed by the Americas (37%, 31% US-based), and Asia (11%).

The earliest work our team coded was painted in 1657-1659,
and the most recent works were pieces ongoing or exhibited in
2024. The most common decade (N=36) in our sample are pieces
from 2010-2019. The least represented (N=5) era is pre-2000s. Half
those from 2010-2019 (N=18) deal with data access and agency,
mirroring increases in consumer technology use and rise of social
media. Beyond this connection, works from different time frames
use diverse methods and explore myriad topics.

Privacy artworks in our sample set employ a wide spectrum
of media, some even employing multiple media (see Appendix B).
There are 27 digital pieces, including 23 software-controlled systems
(i.e., using code to drive or manipulate the installation), a virtual
reality experience (A25), and a video game (A30). Ten pieces use
electronic hardware, such as computers. We also saw 11 video-
based artworks. Six others included animated images (e.g., GIFs).
Still images are in 19 pieces, including eight photographs, and two
(A41, A55) paintings. Seven pieces take on tangible forms through
textiles and wearables. Another seven pieces are three-dimensional
sculptures using raw materials or manufactured products. Beyond
discrete media, nine pieces use immersive exhibits that collapse the
distance between artwork and audience. Seven live performances
further engage real-time dynamics through human or machine
agents. Finally, eight architectural installations use preexisting or
constructed spaces (e.g., buildings or rooms) to explore privacy in
physical environments.

4.2 Sensory Vocabulary of Privacy Art (RQ 2)

Artworks following our criteria are constructed from audiovisual
components, which set tone, create a visual shorthand, or indi-
cate symbolism. Visual components are items or symbols appearing
visually in an artwork.

Familiarity as an Anchor in Reality. Thirty-three artworks turn
to familiar settings (Section 4.3), human forms, and objects to de-
velop comfort or conduct satirical critique. Thirteen pieces use
imagery from familiar settings—for example, offices (A6, A40, A59)
or airports (A50)—showing how innocuous locations may be part
of the surveillance apparatus (see also Section 4.3). Fifteen pieces
include human forms both real (N=11) or digital (N=5), inviting the
viewer to relate to the subject or face the uncanny. Commonplace
objects also play a role in centering privacy experiences in daily
life. Five pieces feature smartphones; three (A11, A13, A30) display
text messages on a phone in the piece and two (A6, A44) provide
interaction on a viewer’s device. Two pieces comment on the se-
curity from (A32) or embedded into (A20) clothing. For example,
Doringer’s The Hoodie (A32) uses Al-generated images of a hoodie
as commentary on how it might be the only counter-surveillance
tactic an individual has at their disposal (see Figure 2b).

Transforming the Abstract Digital into the Tactile Physical. Some
artists translate digital information into familiar tangible forms us-
ing materials that emulate touch, comfort, and daily life. Five works
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use paper to ground digitized information in a more traditional
format, including printed screenshots of text messages (A6) and
NSA documents (A55). Two pieces (A33, A53) transform fleeting,
intangible data into a permanent print form. For example, a simple
robotic arm in MSCHF’s Eavesdropper (A53) writes out overheard
words of viewers in Sharpie (see Figure 2e), turning casual speech
into an enduring artifact. Three pieces (A7, A59, A70) embed digital
information into textiles, such as cross-stitch depicting surveillance
footage (A70), a word cloud of common passwords sewn into a quilt
(A7), and carpet tiles with color patterns correlated with the fre-
quency of email exchanges (A59). Through these tactile materials,
digital surveillance becomes something viewers can literally feel—a
reminder of how deeply it threads through daily life.

Cameras and Microphones. Twenty pieces include visuals of
surveillance devices, drawing attention to objects viewers may typ-
ically ignore due to familiarity. Cameras were visible in 17 pieces,
types including eight bullet, five dome, two (A39, A49) web, two
(A60, A67) video, and a smartphone (A13). While some cameras
are functional (see Section 4.4), cameras in eight pieces are non-
functional or are even presented in a novel medium—in photos
(A9), VR (A25), or marble sculpture (A12) (see Figure 2c). Though
nonfunctional cameras do not capture data, they imply observation
and act as a proxy for surveillance. Some pieces contain visible
audio equipment to record (A22, A53) or play audio (N=5), includ-
ing microphones (A22, A53), speakers (N=5), and megaphones (A3,
A47). Together, these visual cues of monitoring equipment evoke
an atmosphere where observation feels ubiquitous.

Linguistic and auditory content. Many artists turn to language
and sound to shape how viewers engage with surveillance, with 35
works incorporating written or auditory communication. Plaintext
is an important component in 26 pieces, filling a role beyond supple-
mentary statements or descriptive text for the piece. For example,
ten works use labels for data visualizations, six provide additional
context, and two (A33, A42) give instructions (e.g., prompts in an
app (A42)). In 13 pieces, plaintext even features as a central subject:
social media posts (A39, A45, A59), text messages (A6, Al1), tran-
scripts (A16, A53), and browser history (A33, A59). Fifteen pieces
include music (N=9) or narration (N=7). Music (N=9) may help set
a mood (see Section 5.4). Robotic voices lend technology a voice
in four pieces for communication with viewers (A3, A5, A43) or
for narration (A1). In contrast, three pieces (A8, A62, A73) use hu-
man voices to highlight humanity behind technology. In Coupe’s
Sanctum (A73), a human voice narrates the text of an online post,
mapping the individual being viewed to a specific identity and age.

4.3 Privacy Concepts Explored in Art (RQ 2)

We determined topics in privacy artworks by consulting artists’
statements and documentation concerning the works. The most
common topic (N=33) in our sampled dataset was organized surveil-
lance of individuals, commonly in conjunction with resisting surveil-
lance (N=23). Other common topics include identity in context of
privacy invasions (N=27), relationship between public and private
space (N=15), and exposure of personal data (N=9).

Organized Surveillance and Data Collection. Thirty-three pieces
comment on organized surveillance by entities like governments or
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(a) Mariam Ghani’s Secu-
rity Blanket restages a
familiar childhood bed-
room setting [101].
©Mariam Ghani

(b) Bogomir Doringer’s
The Hoodie presents an ev-
eryday item of clothing
[cropped] [73].

©Nieuwe Instituut

(c) Ai Weiwei’s Surveil-
lance Camera: A cam-
era sculpture carved from
marble [5].

©Phillips Auctioneers
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(d) Plaintext in Surveil- (e) MSCHF’s Eavesdropper
lance Camera Players’ (41x67 inch) uses a robot
The Mass Psychology of arm to write what viewers
Fascism [209]. say [184]. ©Galerie Em-
©NOT BORED! manuel Perrotin

Figure 2: Examples of the visual and auditory components of privacy art.

corporations, often portraying these forces as intrusive, inequitable,
or quietly omnipresent. Twenty-nine comment on pervasive gov-
ernment and large-scale surveillance of citizens and the resulting
power disparity. For example, Luo’s If This Is a Global Surveillance
Center (A23) accesses video feeds of public surveillance cameras,
equating control of data to “dominance over physical space” [160].
Other works address government surveillance even more directly,
such as the US National Security Agency (NSA) (e.g., A55). Ten
artworks focus on corporate-driven privacy invasions, with three
(A33, A71, A73) exploring data collection within specific companies
like Facebook, illustrating how private information can be mined
within everyday platforms on which people routinely rely.

Resisting surveillance. Twenty-three pieces additionally focus
on resisting surveillance, with 15 exposing surveillance and four
offering direct interventions. Four pieces (A1, A17, A24, A32) also
explore this concept abstractly, such as repurposing surveillance
equipment to monitor air pollution instead of people (A24).

Fifteen pieces expose surveillance practices, which can point out
omnipresent observation and encourage reflection on surveillance
apathy. By revealing practices that often fade into the background
of daily life, artists encourage viewers to confront the extent to
which constant observation has become normalized. Six glamorize
surveillance, drawing attention to the practice by ornamentation or
idolization (see Section 5.4, Figure 3a). Five pieces expose existing
CCTV cameras, showcasing the prevalence of surveillance in public
settings, with three (A35, A42, A46) exposing specific locations. In
The Institute for Applied Autonomy’s iSee (A35), CCTV cameras
in New York City are collected on a map, so viewers can identify
and avoid their specific locations (see Figure 3b). Two pieces (A9,
A23) explore the prevalence of cameras ambiguous from location,
such as repeated images of different CCTV cameras in London (A9)
(see Figure 1f). Five pieces expose government surveillance tactics
(A31, A36, A55) and the web of individuals behind these systems
of control (A36, A37, A58). Lavigne’s 3 Degrees of Separation (A37)
uses a network graph to expose individuals with surveillance skills
publicly posted on LinkedIn. One piece (A66) exposes the environ-
mental cost of cookie tracking—an unseen expense of surveillance.

Beyond exposure, several artists imagine direct countermea-
sures. Four pieces (A2, A31, A44, A71) show direct interventions

that could be used to hide from surveillance. Two (A31, A71) use
obfuscation. In Elahi’s Citizen (A31), part of Tracking Transience
(2003-Ongoing), Elahi floods the FBI with mundane photos of his life
(e.g., meals, toilets) to combat profiling with radical transparency
(see Figure 3c) [80, 132]. Differently, Grosser’s downloadable tool
GoRando (A71) obfuscates users’ reactions on Facebook by random-
ization. Two pieces serve as proof of concept, showing inventive
possibilities of directly combating surveillance: Burtch’s Mic Jam-
mer (A44) mutes phone microphones, and Harvey’s HyperFace (A2)
cloak tricks a specific facial recognition system (see Figure 1d).

Privacy-Invading Technology, Algorithms, and Identity. Twenty-
seven works cover the interplay between personal identity and
privacy invasions. Eleven pieces comment on how algorithmic sys-
tems construct, distort, or conceal assumptions about who a person
is, revealing the gap between lived identity and computational short-
cuts used to define it. For example, Onuoha’s Classification.01 (A21)
hides an algorithm and its calculations from viewers, flagging view-
ers as “similar” through hidden sensors, pointing to opaque judg-
ments embedded in machine classification. Three pieces (A1, A31,
A36) highlight profiling and the use of assumptions about identity
as an excuse to surveil marginalized groups, such as Boundaoui’s
documentary The Feeling of Being Watched (A36) exposing FBI
tactics used to surveil her Arab American community.

Relationship Between Public and Private Space. Similar to architec-
tural literature [119, 128], several works probe shifting boundaries
between public and private spaces. Eight use public infrastructure to
spotlight or draw attention to surveillance of public spaces. Three of
these (A45, A46, A73) seamlessly integrate with existing infrastruc-
ture, such as glamorously decorating public surveillance cameras
(A46) or projecting videos onto a building (A73). Four pieces sim-
ulate more personal locations like homes (A41) or bedrooms (A8,
A29, A69) (see Figure 2a) to emphasize how normally safe, private
spaces may still be invaded. Although many works focus on physi-
cal spaces, four (A39, A45, A52, A59) explore how increased data
collection blurs the line between public and private in digital space.
Lowe’s You Saw Me? (A45) projects Facebook status updates on the
side of a building in a public area, showing how seemingly private
or personal online activity may be seen by unexpected viewers.
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(a) Giles Walker’s Peepshow installation
exposes surveillance with glamorous pole
dancing CCTV cameras [186, 270, 273].
©Wieden+Kennedy

(b) The IAA’s interactive map, iSee, exposes
surveillance camera locations, indicated by
red squares [202, 268].

©Rich Pell
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(c) Hasan Elahi’s Citizen obfuscates surveil-
lance by collaging mundane photographs
(e.g., meals, toilets) [78, 79].

©Hasan Elahi

Figure 3: Examples of resisting surveillance in privacy art (see Section 4.3).

4.4 Subjects of Privacy Invasion (RQ 2)

Artists play with different collection sources and subjects of pri-
vacy invasions (the public, the artist, and the viewer). Pieces col-
lect data through a variety of channels, including cameras (N=17),
public datasets (N=10), tech-mediated communication? (N=10), mi-
crophones (A8, A16, A53), and a viewer’s personal device (A6).

Invading Privacy of the Public (Aggregated and Individual). Sev-
enteen pieces focus on invading the privacy of the aggregated
public, showing the limitations of privacy in any number of private
spaces (both physically and digitally). Twelve pieces draw on public
datasets, including publicly available city datasets (A24, A34, A54,
A66) (e.g., traffic), location data (A24, A35, A54), social media posts
(A39, A73), and leaked passwords (A7). Similarly, four (A23, A38,
A68, A70) works aggregate and obscure—such as through genera-
tive Al (A38)—camera footage of the unknowing public. Giasson’s
VOX (A16) features secretly-overheard conversations transcribed
onto transparent panels; this aggregated data gives little insight
into subjects’ identities. These works illuminate how anonymity in
masses can be less secure than it appears, revealing structural vul-
nerabilities that affect populations rather than isolated individuals.

While 17 pieces focus on the public in aggregated format, six
focus on public individuals. Three (A15, A39, A67) highlight specific
individuals, which may show how publicly accessible information
can be used against any person. For example, Riekstins’s Back to
the Light (A15) restores deleted files from secondhand hard drives,
showing that data persists on physical devices. Two works (A37,
A58) focus on individuals’ part of the surveillance apparatus (see
Section 4.3). Hovers’s The Right to be Forgotten (A18) uniquely fo-
cuses on a very specific subject, the first man to successfully claim
his “Right to be Forgotten” in Europe. Hovers creates a series of
multimedia images based on a digitally accessible image of the
man, illustrating that one can have a digital footprint despite at-
tempting to erase it. Using specific individuals’ data demonstrates
that breaches of privacy are not abstract phenomena, but direct
incursions into real lives and identities.

Invading the Personal Privacy of Artists and Performers. Artists
may invade the privacy of themselves (N=11), performers (A4, A10,

2Tech-mediated communication may include SMS (A6, A11, A30), browsing history
(A33, A59), or social media (A39, A71, A73).

A27), or study participants (A44) to act as a viewer proxy, showcas-
ing intimate privacy invasions.

In 11 pieces, artists invade their own privacy in a more intrusive
way than they could that of a viewer. Six pieces display artists’
personal data. Two (A59, A64) contrast dense and specific data
displayed in different formats, showing how small segments of
data can be more personal. Mattes and Mattes’s My Little Big Data
(A59) shares over 13 years of the artists’ digital information in a
video essay and installation with data visualizations and schematics
of their apartments (see Figure 1g). In contrast, Goni’s Deletion
Process (A33) presents the artist’s search queries one at a time,
which may showcase the information derived from even a small
piece of data. Three pieces (A4, A10, A44) transform a viewer’s
perception of “normal” observational contexts (e.g., performances)
into surveillance with computer vision (A10) and other means.

Invading the Privacy of the Viewer. Sixteen pieces invade the
viewer’s privacy non-consensually. By viewing or experiencing the
artwork, viewers inherently become part of the piece. This can
potentially draw a stronger, more personal reaction, as the act of
experiencing the piece becomes inseparable from the experience of
being observed. Viewers’ data is typically collected through cameras
(N=13); two works employ (A8, A53) microphones (see Figure 2e).
Six pieces process video data before it is displayed to the viewer,
three (A21, A57, A67) use computer vision visuals (see Section 5.2),
and one converts video data into a different medium (A3). For ex-
ample, in Depoorter’s Surveillance Speaker (A3), a camera captures
gallery visitors’ actions, which are run through a computer vision
algorithm and narrated out loud with a robotic voice (see Fig 1c).
Two (A49, A73) pieces simply present the viewer with a video of
themselves without modification, emphasizing the immediate feel-
ing of being observed. Using the viewer as a data source forces
them to confront how easily their personal behaviors, movements,
and voices can be captured, analyzed, and displayed, transforming
passive observation into a deeply personal experience.

5 Results: Mechanisms to Present Components

In this section, we provide an overview of mechanisms used to
showecase the topics presented in Section 4. We examine how art-
works influence the viewer’s gaze (Section 5.1) and control the
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viewer’s perspective (Section 5.2), concluding with viewer interac-
tion (Section 5.3). Finally, we examine various tonal portrayals of
privacy violations in Section 5.4.

5.1 Directing Viewer Attention (RQ 3)

Artworks can direct attention toward important elements through
techniques of emphasis but also reveal elements through techniques
of obscurement. Common techniques include lighting, collages, or
even obscuring information.

Alerting Viewers at the Moment of Privacy Invasion. Three pieces
(A39, A42, A56) alert viewers to an invasion of privacy the moment
it happens. By providing real-time notifications, these works may
show the frequency of surveillance and allow viewers the opportu-
nity to recognize and potentially avoid future intrusions. Blinder’s
Dark Side of the Prism (A56), a downloadable tool, plays a snippet
of Pink Floyd’s Dark Side of the Moon® each time the NSA’s PRISM*
invades a user’s privacy. Wunderling’s Audience (A39) displays a
public image from Flickr and takes a photo of the viewer, then
immediately notifies the owner of the public image that it has been
viewed by commenting a blurred version of the viewer’s photo on
the image. The viewer in turn sees the publicly posted comment.
In-the-moment alerts expose the immediacy of privacy invasions
while prompting viewers to consider their own vulnerability.

Exposing Those Surveilled and Surveillance with Lighting. Eight
pieces use lighting to indicate surveillance and direct viewer at-
tention. Lighting can be an analogy for visibility, paralleling the
implied spotlight of being under surveillance. Five pieces use lights
to direct viewer attention to a specific area of a piece, where two
(A4, A25) highlight surveilled subjects. In Huang’s The Eye and I
(A25), a central lighthouse emits a rotating spotlight, illuminating
cells within a VR panopticon. Two pieces use light to indicate that
surveillance devices are active (A21, A57), such as a subtle white
bounding box framing the viewer’s face in a mirror (A57). Instead
of using light to explicitly direct a viewer’s attention, Adahl’s The
Exhibited (A4) uses contrasting bright and dark spaces where per-
formers can move between to “escape” the spotlight, though they
remain visible in every location (see Figure 4b).

Showing Connections and Scope with Collages of Information.
Twenty-seven pieces use a collage effect for display. In these pieces,
viewer attention is directed to multiple visual components (e.g.,
images, videos), which may show the vastness of surveillance and
data collection. Six pieces showcase still images in grids (see Fig-
ure 4a), ranging from photos of surveillance cameras (A9) to objects
(e.g., food, toilets) from an artist’s personal life (A31), both exposing
and obfuscating surveillance. Five pieces display video surveillance
footage in grids, showcasing the vast amount of data collected by
CCTVs. Two pieces use grids to display non-photographic content
such as identification (A48) and leaked government documents
(A55). One (A7) uses overlapping collage to display a colorful word
cloud of common passwords.

3The iconic album cover of Pink Floyd’s Dark Side of the Moon (1973) prominently
features a triangular prism on a black background.

4PRISM is an online surveillance program run by the US NSA that collects user data
from websites and services like YouTube, Facebook, and Yahoo, among others.
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Obscuring Information with Composite. Six pieces used compos-
ites i.e., combinations of multiple overlaid images that create a new
image. Using composites could illustrate how a specific individ-
ual can be lost when part of an aggregate. Over 1,000 individuals’
faces are obscured in Riekstins’s Back to the Light (A15) as they are
overlaid on top of one another, making a single hazy and uniden-
tifiable face (see Figure 4c). Similarly, Tarar’s Landsat.Earth (A26)
showcases low-resolution images of earth for monitoring of the
atmosphere stitched together. Though this technology is part of
the surveillance apparatus, in this form it is unable to be used for
the direct surveillance of individuals.

5.2 Viewer Perspective (RQ 3)

The relationship between observer and subject is a common theme
in privacy art [40, 182, 271]. Attention drawn to surveillance may be
fetishistic in nature (A46, A47). In Vermeer’s A Girl Reading a Letter
by an Open Window, the viewer peers into a young woman’s pri-
vate moment (featuring symbolic elements such as window blinds
thrown open, suggesting an affair) [260] (see Figure 5a). In other
cases, the viewer is the subject of a voyeuristic gaze—watched by
a giant eye (A25) or being in a space with large windows leaving
nowhere to hide (A69). In two (A4, A8) pieces, viewers are both the
observer and the observed. In Adahl’s The Exhibited (A4), the per-
formers watch back, inspired by historical “Human Zoo[s]” [291].
In Ghani’s Security Blanket (A8), initial viewers whisper secrets
into a wall; future viewers listen.

Camera POV. Thirteen pieces used a camera point of view (POV),
immersing viewers in the perspective of surveillance (see Figures 5b—
5¢). Ten pieces specifically focus on surveillance systems which
look down on subjects from a bird’s-eye-view, allowing viewers to
explore what surveillance cameras “see” and feel the inescapability
of being in view (see Figure 5b). This POV is commonly (N=11)
displayed as videos on monitors such as flat screen televisions (A39,
A50, A73), cathode ray-style televisions (A14, A15 A60), CCTVs
(A29, A67), or computer monitors (A49). Uniquely, Leclercq’s Em-
broidered Surveillance (A70) displays “1/24 second” stills of surveil-
lance footage in cross-stitch, creating a frozen, permanent contrast
to the fleeting nature of a moment. Six pieces make use of livestream
video, with three (A14, A49, A73) directly surveilling the viewer
(see Section 4.4) and one (A67) surveilling members of the public
nearby. Viewers hold the objectifying gaze of the surveillant and
may question their role in systems of observation.

Visualizing AL Seven pieces use a camera POV in conjunction
with bounding boxes and image distortion to display how cameras
“see” with Al and computer vision. Five works use bounding boxes
to outline faces (A2, A10, A57, A61) or bodies (A67) and two (A2,
A10) comment on possible facial recognition errors (see Figure 5b),
drawing attention to the assumptions embedded in algorithms. Two
pieces (A32, A38) feature morphed bodies and environments as a
result of small datasets being fed into a GAN (generative adversarial
network) (see Figure 2b), creating an eerie stitching of images.
These visualizations reveal the interpretive power and the potential
misjudgments inherent in Al-driven surveillance.

®Gemiildegalerie Alte Meister, Staatliche Kunstsammlungen Dresden
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(a) Viktoria Binschtok’s Suspicious Minds
uses collage to show multiple cropped pho-
tographs [30]. ©Viktoria Binschtok

(b) Anna Adahl’s The Exhibited employs
lighting to show more private and less pri-
vate spaces [291] ©Anna Adahl

Eschebach et al.

(c) Peters Riekstins’s Back to the Light lay-
ers different faces into a composite, uniden-
tifiable face [162, 218]. ©Kristine Madjare

Figure 4: Different mechanisms for directing gaze including collage, lighting, and composite (see Section 5.1).

/

(a) Johannes Vermeer’s A Girl
Reading a Letter [cropped]
shows a voyeuristic perspec-
tive [64, 260, 267].

©Hans Peter Klut/Elke Estel®

(b) James Coupe’s Sanctum
shows the viewers looking up
at the camera POV from the

©James Coupe

devices that surveil them [61].

(c) Trevor Paglen’s video Image
Operations visualizes computer
vision through bounding boxes
with correct and incorrect la-
bels [198]. ©Trevor Paglen

(d) Bjorn Schiilke’s Drone #4
looms above viewers in the
gallery, who must look up to
see the hanging sculpture [230].
©Bjorn Schiilke

Figure 5: Examples of different viewer perspectives in privacy art (see Section 5.2).

Surveillance Infrastructure Looms Above Viewers. Seven works
situate surveillance tools looming over viewers, such that they
must physically look up to experience the work (N=6). A looming
perspective can imply observation and allude to tools of surveil-
lance being beyond reach or control. Three pieces (A3, A5, A22) are
displayed above a viewer in a gallery setting, two of which hang
from the ceiling (A5, A22). Schiilke’s Drone #4 (A22) is a mono-
chrome conglomerate of surveillance equipment hung by a string
above viewers, with parts swooping downwards (see Figure 5d).
Two pieces (A45, A54) are projected onto skyscrapers, potentially
reinforcing the idea that surveillance towers over everyday life.
Differently, Bridle’s Every CCTV Camera (A9) features photos of
surveillance cameras shot from a worm’s-eye-view (see Figure 1f).

5.3 Viewer Agency and Interactivity (RQ 3)

In 16 pieces, viewers are active agents rather than passive subjects,
which may create a more visceral experience of surveilling and
being surveilled. Viewers can interact without being surveilled
(N=10), as a countersurveillance intervention (A35, A42, A56, A71)
(see also Section 4.3), or under surveillance (A6, A8, A14, A60).

Viewer Exploration in Absence of Being Surveilled. Eight works
let viewers directly explore the piece with the agency of the surveil-
lant, making decisions on interpreting and scaling the presented
data. This shifts the viewer from passive subject to active partici-
pant of the surveillance apparatus, highlighting the mechanics of
surveillance and the potential for control or resistance. Five include

(a) Zoomed-out view showing a (b) Zoomed in with coordinates
map of LA and weather data [8]. and digital data transport [8].

Figure 6: Refik Anadol’s Convergence LA (web-version) view-
ers explore a map of LA by zooming from natural (Figure 6a)
to digital (Figure 6b) data [8]. ©Refik Anadol

web-based interactive data visualizations. Anadol’s web version of
Convergence LA (A54) allows viewers to directly interact with scale
by zooming in and out from a typographic map of Los Angeles into
a “molecular” level of data transfer (see Figure 6). Differently, other
works offer tools designed to counteract surveillance rather than
replicate it: two pieces (A56, A71) are downloadable tools to combat
surveillance online through alerts and obfuscation. In Vasiliev’s
Netless2 (A17), viewers may engage with the work (which details a
new data transfer system) by sending messages through a network
integrated into a model train system (see Figure 7).

Compulsory Participation. Viewers who are observed (N=9) (see
Section 4.4) have some agency to move out of view of the camera
or remain in silence to avoid recording, but they have still been
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Figure 7: Danja Vasiliev’s Netless2 allows viewers to inter-
actively send secure messages through a model train [266].
©Danja Vasiliev

surveilled. Works that force viewer participation highlight the ten-
sion between agency and surveillance, showing that seemingly
innocuous participation can serve the surveillance apparatus. Two
pieces directly ask for viewer participation—like telling a secret
(A8)—or texting a viewer’s device with an action—like “I left you
something on the printer” (A6). In these cases, information is taken
from a viewer (e.g., secret, cell information). Sometimes, the inter-
action control is more subtle, e.g., viewer distance (A14, A39, A60),
where a video of a dog barks louder as the viewer approaches (A60).

Info Withheld About Surveillance. Six pieces have information
deliberately censored, which could make a statement on the limited
information available about the everyday surveillance apparatus.
Viewers are directed to consider what is absent as much as what
is present, prompting reflection on the unseen forces that shape
observation. Two pieces (A21, A57) use hidden cameras and indi-
rectly show the viewer the outcome of the observation. Information
may also be withheld by censoring or caricaturing dataset contents.
Treister’s Camouflage (A55) obscures segments of leaked NSA doc-
uments concerning surveillance and data mining with geometric
paintings mimicking shapes in the documents, warping their origi-
nal meanings. These works reveal the gaps of information inherent
in surveillance. What is purposefully hidden can be as revealing
about power and control as the data that is openly displayed.

5.4 Ambiance (RQ 3)

What is shown, and how it is shown, contribute to the atmosphere
of a piece and the viewer’s emotional response to it. In our sample
set, we found four common tones to privacy invasions: mundane,
overly formal, unsettling, or fun.

Mundanity of Surveillance. In seven pieces, surveillance blends
into ordinary settings such that it becomes seemingly uneventful,
normalized, or overlooked. Ghani’s Security Blanket (A8) recreates
the setting of a cozy childhood bedroom in soft, neutral colors
where visitors whisper secrets into a hidden wall, which is recorded
without viewers’ knowledge. Its success collecting intimate, private
answers from viewers demonstrates how the nostalgic comfort
and security of childhood may lower people’s defenses against
surveillance and privacy invasion. Three pieces (A68, A69, A70)
comment on the existing surveillance infrastructure. Three (A4,
A31, 68) use mundane contents as the data subject. For example,
Sidén’s Sticky Floors (A68) documents the full daily cycle of a pub
through its own security cameras, making constant observation
feel like part of the venue’s natural rhythm (see Figure 8a).
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Ostentatious Formality. Ten artworks are framed as serious or
formal to emulate and critique formal structures of power. Three
pieces (A11, A18, A55) feature framed images of text messages
(A11), images (A18), and government documents (A11, A18) to
emphasize their importance and subvert expectations about what
belongs in a frame. Two pieces (A12, A51) use marble to mimic the
formality of government regulation. For example, Kraft’s Twelve
Nodes (A51) uses marble as a backdrop to display imagined rules
for protecting privacy; the choice draws on marble’s legacy in
the first written legal code of ancient Rome, imbuing the proposed
rules with stately significance [141] (see Figure 8b). Ai’s Surveillance
Camera (A12) monumentalizes surveillance: a marble CCTV camera
as an anti-monument, the material drawing on cultural traditions
of commemoration and past political symbols to emphasize the
longevity of government surveillance [5] (see Figure 2c).

Unsettling Invasions of Privacy. Eighteen pieces induce viewer
anxiety about privacy invasions. Six pieces convey the constant,
inescapable sense of surveillance, similar to the “Panopticon” [25]
(see Figure 8c). Four pieces (A25, A38, A43, A72) describe eerie and
dystopian futures of technological control and surveillance. Other
works may induce disorientation (A5, A14, A38, A49). Nauman’s
Live-Taped Video Corridor (A14) confronts visitors with an unset-
tling split image: the viewer’s live reflection shrinking away in one
monitor and complete absence in the other.

Thirteen pieces feature exposed wires or raw components, and
seven pieces feature industrial styling (e.g., concrete, exposed pipes).
These visual styles may emphasize intrusions of technology into
private life. For example, Scher’s Papa Bed (A29) has a mass of
wiring and technology sprawling around a plain bedframe. Eleven
pieces distort familiar objects into uncanny new forms. Six pieces
include modified human visuals such as digital avatars (A1, A25),
Al-distorted figures (A32, A38), or blocky facial features to trick Al
(A2). Digital representations draw on both familiarity and a sense
of detachment, creating a sense of tension for the viewer.

Making Privacy Violations Fun. Sixteen artworks created fun or
playful atmospheres for the viewer, potentially for engagement
or as juxtaposition to the underlying privacy violation messaging.
For example, in Larios’s Surveillance Cutie (A49), pink reflective
foil and warm colors create a bubbly, cutesy tone, in contrast to
the stark message of control under surveillance (see Figure 8d).
Five pieces also use familiar music. Some music acts as jokes: for
example, Stevie Wonder’s I Just Called to Say I Love You plays during
a mysterious phone call to viewers’ phones (A6). Six pieces make
surveillance glamorous. This can sometimes be literal, with four
pieces (A34, A46, A47, A49) decorating or idealizing surveillance
infrastructure. Walker both glamorizes and fetishizes surveillance
in Peepshow (A47), where anthropomorphic robots with security
cameras for heads perform a pole dancing routine in a club setting
(see Figure 3a). The viewer is enticed to stare at the display; they
then confront the visual of the surveillance camera as it stares back.

Ten works are framed as humorous or satirical. In five pieces, the
surveillance apparatus itself is parodied. For example, Bunting’s The
Status Project (A72) does a satirical take of the class system to com-
ment on surveillance and the power of corporations (classified as
artificial humans). Five pieces use exaggerated, over-the-top humor.
While this technique may underscore absurdities of surveillance
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(a) Ann-Sofi Sidén’s Sticky
Floors frames a mundane tone
by showing daily surveillance
footage at a pub [238].
©Ann-Sofi Sidén

(b) Egor Kraft’s Twelve Nodes
presents proposed Fair Data
rules on marble blocks in a se-
rious, formal tone [141].
©Egor Kraft

(c) Hsin-Chien Huang’s The Eye
and I creates unsettling VR
panopticon with the eye and
surrounding cells [124].
©Hsin-Chien Huang

(d) Fabiola Larios’s Surveillance
Cutie adds fun to surveillance
with pink bedazzled vintage
TVs [144].

©Fabiola Larios

Figure 8: Examples of pieces that feature different ambiances such as mundane, formal, unsettling, and fun (see Section 5.4).

systems (A6, A27, A42), some pieces highlighted fatuous measures
to protect personal security in a highly surveilled world (A1, A20).
For example, Mann’s EXISTech (A20) promotes merchandise such
as bags and bras retrofitted with large security cameras designed
to deter crime. Two pieces create parodies of existing media (A1,
A28). For example, Steyerl’s How Not to Be Seen (A1) is a satirical
documentary based on a Monty Python skit® describing silly ways
to avoid detection, such as “being female and over fifty” [250].

6 Discussion

In this work, we conducted the first large-scale, qualitative analysis
of topics and mechanisms in privacy art. While prior work discussed
a few dozen artworks at most, we constructed a database of 859
pieces and performed rich qualitative analysis of a sample of 73,
mapping novel approaches for provocative privacy communication.
We find that privacy artworks engage with topics like speculating
on the future, provide metaphors for privacy, and offer mechanisms
like performative privacy invasion with varied ambiance.

Here, we offer early-stage design opportunities for provoking
end-user privacy reflection. Paralleling previous provocative de-
sign research inspired by science fiction [279], we drew from pri-
vacy art. We situate these opportunities within usable privacy re-
search (e.g., pro-privacy tools, education) and interaction design. We
also present suggestions for pro-privacy companies (e.g., Mozilla,
Brave). Provoking privacy reflection may have conflicting goals or
constraints depending on context. Researchers may promote user
agency and maintain neutrality [1, 208, 289]. Companies may use
persuasive design [24, 87, 108] to influence user choice. Differently,
privacy art is often subversive, polarizing, or up-to-interpretation.

Moreover, usable privacy communications rarely center marginal-
ized or repressed populations [86] and at-risk users. While some
privacy art explores intimate privacy invasions of the artist or
their community, illuminating surveillance impacts and biases (Sec-
tion 4.3), these techniques and those discussed above may conflict
with HCI standards and corporate regulations due to limited frame-
works for privacy and consent in art (Section 2.2). Those adapting
these techniques for usable privacy should utilize existing trauma-
informed frameworks in HCI research [55, 231], such as SAMHSA
trauma-informed guidelines [125], to minimize retraumatization
and exhibit ethical data usage (Section 6.5).

®Monty Python is a comedy troupe formed in Britain in the 1960s that was known for
their absurdist television sketches.

We build upon usable privacy and interaction design research
to present design opportunities as examples of how privacy art
might uniquely apply to these diverging contexts. Future work,
however, is necessary to evaluate strategies’ actual effectiveness for
end users. These theoretical approaches seek primarily to provoke
privacy reflection with artistic mechanisms, rather than enforcing
changes in habit or providing purely educational material. Evaluat-
ing effectiveness might follow similar strategies to Plaut et al. to
evaluate participants’ reactions and reflections on privacy in con-
text of the specific approach [208]. We discuss future speculation,
novel metaphors, performative privacy invasions, and physical rep-
resentations. We end by further discussing ethical implementation.

6.1 Speculating on Society’s Future

Most usable privacy tools and communications are situated in the
moment [86] and rarely explore societal values [276, 277]. Similarly,
people often visualize privacy through small-scale personal settings
and interpersonal dynamics [190]. Despite this, experts and users
express concerns at a broader scale (e.g., sale and sharing of data)
that does not appear frequently in privacy visualizations [20], of-
fering an opportunity for usable privacy researchers as explored
previously by Wong et al. [277]. Similar to speculative design, some
privacy artworks speculate on the consequences of government
and corporate surveillance at a societal level (Section 4.3). Future
privacy tools in educational and research settings could speculate
on the long-term impacts of anti-privacy practices. One could imag-
ine a pro-privacy tool offering speculative “what-ifs” [76] on the
use of data collected online (Section 5.4), prompting users to reflect.
For example, what if this data were sent to your local government?
What if this data was used to predict your credit score? Future
designs could even present fully fleshed-out future scenarios with
stories or imagery. These questions should be developed in con-
junction with trauma-informed experts to mitigate potential harms
and empower participants to opt out (Section 6.5). While such tools
may decrease usability (e.g., increasing pop-ups), they may foster
deeper reflection on values and implications of online tracking.

Resistance to Surveillance. Countersurveillance is an important,
yet underexplored, aspect of usable privacy [158, 166]. Similarly,
speculative designs in HCI often focus on the future of inescapable
surveillance technologies themselves [88, 259, 279]. However, both
our qualitative analyses and the academic literature in media arts [54,
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132, 181] highlight how art can offer speculative takes on counter-
surveillance (Section 4.3). For instance, some artworks anonymize
viewers through speculative designs employing camouflage or ob-
fuscation. One could imagine speculative designs and prototypes
that counter surveillance infrastructure and empower participants,
such as a visor that displays a different face depending on who
or what (e.g., a camera) is looking. Researchers could use such de-
signs in interviews and workshops to prompt reflection on how
participants can fight against surveillance. Given the serious risks
that ineffective countersurveillance measures pose to at-risk users,
researchers should be explicit about the limitations of speculative
design, similar to warnings on Harvey’s HyperFace [117].

6.2 More Expansive Metaphors for Privacy

Privacy art, design, and usable privacy communications all use im-
agery like microphones, cameras [183], and everyday objects [183,
190, 285, 289] (Section 4.2), though with differing framing. Prior
work argues that “icons for privacy choices should be rooted in
simple and familiar concepts” [112] and “visualizations based on
metaphors or analogies are perceived as more suitable to depict
complex concepts” [289], such as privacy [289].

One could imagine interactive worksheets [50, 222] employing
metaphors to facilitate concrete communication of participants’
privacy preferences. Some privacy art uses (sometimes literal) spot-
lighting to direct viewer attention (Section 5.1). While illumination
can refer to the view of a surveillance camera [207], lighting could
provide a visually distinct metaphor for directing attention in edu-
cational privacy tools. This could manifest as a visual drag-sort for
privacy preferences, moving information into and out of the light
to indicate users’ desired exposure levels. Differently, researchers
could design a worksheet with a flashlight metaphor exposing
opaque privacy policies, highlighting key sections with a “beam of
light” while dimming extraneous information. Spatial metaphors
drawn from domestic or public environments offer another avenue
for exploring privacy interpretations (Section 4.2, 4.3). Domestic
spaces, often bedrooms, commonly serve as metaphors for real
(or perceived) privacy in end-user interpretations [190], privacy
education [289], critical design [259], and privacy art. Public space
may also serve as a metaphor for exposure in privacy art, which
we expand upon in Section 6.3.2. One could imagine a similar drag-
sort tool moving information into a private “home” and out of a
crowd. Previous work suggests that artistic aesthetics could offer
design benefits, like increased user satisfaction, beyond usability [4].
Pro-privacy companies could consider metaphorical approaches for
users choosing privacy settings, though differing interpretations
may necessitate supplementary descriptive text.

6.3 Performative Privacy Invasion

Existing privacy communications usually convey privacy concepts
through static text [171, 172, 214, 228] or abstract icons [112]. In
some privacy artworks, however, these topics are conveyed through
scripted privacy invasions with different subjects (Section 4.4). In
some, the viewer experiences performative surveillance. In others
they are the surveillant (e.g., viewing artist’s data, other people).
Such provocative simulations of privacy invasion may offer a more
concrete way of communicating privacy concepts than abstract
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usable privacy communications outside of artistic contexts. This
echoes Plaut et als suggestion to “[use] problematic technology to
teach about problematic technology” [208] and uses of surveillance
technology to critique said technology in media arts [11, 18, 246].

6.3.1 Invading a Viewer’s Privacy. Most usable privacy tools do not
show a user’s own data, instead highlighting data collection with
icons [112, 183] or sounds (e.g., camera shutters) [63, 226]. Even
those that do—most notably privacy dashboards [84, 233]—focus on
types of information that apply to most users [71, 216, 272], rather
than what makes a user’s data unique [217]. Some artworks simulate
privacy violations of the viewer (Section 4.4), like using cameras and
microphones to echo users’ data back to them. Privacy art violates a
viewer’s sense of control [20, 226], which may cause discomfort [22]
and demonstrate how users give up control to engage with real-
world technologies (Section 5.3). Artworks typically use arguably
public (if unsettling) information about the viewer. While this may
be adequate for some, at-risk users may face factors that make this
invasion unsafe. Researchers should collaborate with the at-risk
communities (or their proxies) and trauma-informed experts to
mitigate harm (Section 6.5). We find that invasions in privacy art
have creepy or playful ambiances (Section 5.4).

“Creepy” Privacy Invasions. Creepy and uncomfortable designs
focus on technology subverting social norms [22, 143, 258]. In
usable privacy, this discomfort often stems from data visualiza-
tions leveraging the creepiness of personalization and data infer-
ence [217]. Similarly, privacy art often intensifies this through
panoptic immersion and unsettling imagery (Section 5.4). Applica-
tions for this mechanism would perhaps be most suited for educa-
tional tools to prompt reflection on privacy invasions; conversely,
creepiness by subverting control may not work well when user
trust or autonomy is essential. One could imagine employing users’
personal data to build virtual dossiers [217] with a creepy aesthetic
(e.g., distorted imagery, unsettling music). Similarly, one could
imagine a private browser that locally tracks data similar to that
of a less privacy-respecting competitor. Creepy parts of competi-
tor data could be displayed to users to show the disadvantages of
switching tools. Such designs raise ethical concerns: provoking
discomfort requires clear opt-out options, adherence to differing
ethical guidelines [22], and recognition that perceptions of “creepi-
ness” vary widely across users [203, 212, 217].

“Playful” Privacy Invasions. While we had expected privacy art-
works to adopt a “creepy” aesthetic [22, 217], we found that some
privacy artworks glamorize surveillance satirically (Section 5.4),
like placing rhinestones on surveillance equipment [144] or cam-
eras on the heads of pole-dancing robots [186, 270] (Section 5.4).
Some previous design research has explored using “positive ad-
vertising in framing invasive products” [88, 279]. Future research
might consider how a more playful or sensual aesthetic could be
applied to privacy dashboards [84, 233]. One could imagine gilded
and glittery notifications when privacy is invaded, such as col-
lecting cute cartoon awards in a trophy case each time the user’s
data is collected. Researchers should take care to ensure that satir-
ical notifications are interpreted as such (rather than promoting
surveillance) before recommending wider adoption. Future usable
privacy research could compare the effects of employing creepy and
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unsettling visual elements (e.g., distorted figures) with providing
surveillance warnings that are cute (e.g., glittery, colorful), where
the latter uses juxtaposition to frame user reactions.

6.3.2 Invading Others’ Privacy. One could imagine similar aesthet-
ics applied to surveillance camera livestream (Section 5.2), exposing
a broader lack of privacy. Research has explored use of surveillance
cameras in a museum setting [208], though exploring the data of
others could present opportunities in research settings to elicit re-
sponses about privacy [91]. In privacy art, public spaces (e.g., cities,
offices) can represent privacy invasion—for example, surveillance
camera POV overlooking streets (Section 4.2, 4.4)—contrasting the
privacy of bathrooms [190] and homes [190, 289]. Crowded spaces
(like the vast sea of online information [85]) can create an expec-
tation of anonymity, though individuals can be singled out. Some
privacy artworks violate the privacy of a single (typically unaware)
individual observed in “public” (Section 4.4). Other artworks let
viewers interactively surveil other people’s public data in aggregate
(Section 5.3). In both cases, viewers experience being the surveillant,
looking from a surveillance camera’s POV or “seeing” the world as
an Al (Section 5.2). While viewer-as-surveillant approaches offer
potential for future study, this technique may be best suited for
isolated research settings as prompts for provocation and reflection,
rather than mass distributed techniques (see Section 6.5.) One could
imagine a workshop where participants browse data logs to see
what information they can infer, which may allow participants to
reflect on what may be gleaned from their own data. Since real
data logs are often not human-readable, it may be worth providing
parsed versions so users may understand which types of data are
collected. Researchers may also consider donated data (Section 6.5)
from consenting users, aggregated and deidentified for this purpose.

6.4 Physical Media

Previous work has explored how physical forms can make “abstract
concepts more tangible and illustrative” [259] [2, 129, 140, 178,
206, 225, 259], particularly for tactile on and off buttons versus ab-
stract LED indicators [2, 140, 207, 259]. Similarly, some privacy art-
works transform digital concepts into tactile everyday objects like
printed materials, blankets [62, 101], and carpets [168] (Section 4.2).
This can include collages of information (e.g., printed government
documents) meant overwhelm viewers and expose surveillance’s
ubiquity (Section 5.1). Corporate advertisements could consider
alternative tangible media to communicate about digital privacy.
One could imagine a pro-privacy company (e.g., Mozilla, Brave,
DuckDuckGo) plastering a competitor’s privacy policy across bill-
boards. Displaying this policy in its full text could visually expose
the policy’s vastness [171]. It is possible a wall of text could induce
similar apathy to that towards scrolling privacy policies [138, 178].
Companies should explore what additional information is needed
to make such displays effective, such as explicitly comparing the
pro-privacy company’s and competitor’s policies.

6.5 Privacy and Consent Ethics in Provocations

Here, we elaborate on how trauma-informed HCI frameworks [55,
231] apply to elements of our early-stage design opportunities. We
outline minimizing retraumatization and then discuss data usage.

Eschebach et al.

Minimizing Retraumatization. Researchers creating provocations
should seek to limit retraumatization [55, 125] for those with per-
sonal or cultural surveillance experiences. At-risk users (e.g., immi-
grants, people with disabilities, historically marginalized commu-
nities), may experience more limited privacy [29, 169] and undue
surveillance by governments [43, 110, 211, 232]. When considering
a tool that prompts participants with questions (Section 6.1), it is
important to understand how questions may be understood. To gain
perspective [3, 65, 208], researchers should collaborate with trauma-
informed experts [55, 286] and communities impacted by the in-
tervention (or proxies like stakeholders with deep knowledge of
the population). Interventions should provide trauma resources for
viewers/users [55] and allow them to opt-out with proper content
warnings [55]. Also, researchers could develop scenarios to explore
the possibilities of how interventions could be experienced [286].

Ethics of Data Collection For Privacy Interventions. Information
displayed in privacy art is often (technically) public, and to our
knowledge, no sampled artwork sells data to third parties. How-
ever, viewers may perceive it as private, particularly for social media
data [85]. Harms like location leakage may exist, particularly for at-
risk users [169]. Additionally, data deletion and security practices
have yet to be standardized in interactive art [210, 246], leaving se-
curity vulnerabilities that researchers should consider and mitigate.
Collaboration with communities can help identify suitable data
collection methods [208]. When collecting user data is not appro-
priate, researchers could solicit data donations [105, 193, 240, 286]
from informed participants; this has previously been used for sensi-
tive topics, such as menstrual data [105] and sexual violence [286].
Zheng et al. provide a framework for ethical data donation [286].
To account for “different data donation journeys” [286], interfaces
should facilitate choices about which data is shared [286].

Finally, depending on context (e.g., personally identifiable in-
formation, non-aggregated data, at-risk users), researchers should
consider stand-ins. For example, artists visualize their own data in de-
tailed, concrete ways to critique corporations and governments (Sec-
tion 4.4). Specific personal stories may be uniquely persuasive [37].
In research settings, synthetic data [114] or personas [150, 224], in
a similar format to user data, could demonstrate privacy violations
without risking the violation of a specific user. Personas, already
a tool to prompt reflection in HCI research [90], could likewise be
synthetic subjects of privacy-art-inspired interventions.

7 Conclusion

We brought together an interdisciplinary team to perform a novel
analysis of approaches to end-user provocation and reflection being
used in privacy artworks. We constructed a database of 859 privacy
artworks and qualitatively coded a sample of 73 works. We found
that privacy artworks often highlighted government and corporate
surveillance, resistance, and identity-surveillance dynamics, draw-
ing on a shared visual language of familiar surveillance objects and
domestic metaphors. Many works also grounded commentary in
artists’ personal data or lived experiences, as well as data collected
from the public or artwork viewers. Artworks employed mech-
anisms like spotlighting, data aggregation, surveillance-system
viewpoints, interactive experiences (sometimes with constrained
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user agency), and performative privacy invasions to convey pri-
vacy concepts. These mechanisms evoked affective responses via
tones ranging from unsettling to playful, revealing opportunities
for provocative privacy communication. Finally, we discussed how
future privacy communications might adopt some of the techniques
we observed to prompt privacy reflection.
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Table 1: The sample of artworks from our larger database that we qualitatively coded and the numbers (A-#) that reference
them in the text. Nationality was determined based on public information on where an artist lives/works and their citizenship.

A-#  Title Artist Year  Medium Venue Artist’s Nationality
1 How Not to Be Seen: A Fucking Didactic Educational Hito Steyerl 2013 Video Gallery Germany
MOV File [250]
2 Hyperface [117] Adam Harvey 2017  Textile, Wearable Festival Germany, USA
3 Surveillance Speaker [68] Dries Depoorter 2018-2024  Hardware Gallery, Public Art Belgium
4 The Exhibited [291] Anna Adahl 2013 Live Performance, Multimedia Gallery Sweden
Installation
5 Choir of Missed Connections [21] Aram Bartholl 2024  Sculpture Festival/Pop-up Germany
6 Stealth Cell Tower [194] Julian Oliver 2015 Sculpture Public Art New Zealand
7 Security Blanket [62] Lorrie Cranor 2013 Textile Festival/Pop-up USA
8 Security Blanket [101] Mariam Ghani 2005  Architectural Space, Multimedia Festival/Pop-up Afghanistan, Lebanon, USA
Installation
9 Every CCTV Camera (CC) [38] James Bridle 2017  Photographs Gallery Greece, UK
10 Image Operations [198] Trevor Paglen 2018 Video Gallery USA, Germany
11 MWITM [170] Lauren Lee McCarthy, 2017 Software, Still Image Gallery China, USA
Kyle McDonald
12 Surveillance Camera [5] Ai Weiwei 2010  Sculpture Gallery China, Portugal
13 Selfie Stick [247] Dan Stavy 2017 Sculpture, Software Public Art Israel, USA
14 Live-Taped Video Corridor [187] Bruce Nauman 1967,1968  Architectural Space, Multimedia Gallery USA
Installation
15 Back to the Light [218] Peters Riekstins 2016  Multimedia Installation Gallery Latvia
16 VOX [103] Steve Giasson 2015-2016  Still Image Festival/Pop-up Canada
17 Netless2 [265, 266] Danja Vasiliev 2012 Software Public Art Germany, Russia
18 The Right to be Forgotten [123] Esther Hovers 2021-2024  Photographs Gallery Netherlands
19 Found Footage Stalkers [133] KairUs 2018 Photographs Gallery Austria, Finland
20 EXISTech Corp. [165] Steve Mann 2001 Hardware, Wearable Public Art Canada
21 Classification.01 [72] Mimi Onuoha 2017 Sculpture Gallery Nigeria, USA
22 Drone #4 [230] Bjérn Schiilke 2005  Sculpture Gallery Germany
23 If This is a Global Surveillance Center [160] He-Lin Luo 2019  Multimedia Installation Gallery Taiwan
24 Pigeonblog [59] Beatriz da Costa, Cina 2006-2008 ~ Wearable, Multimedia Installation Festival/Pop-up Germany
Hazegh, Kevin Ponto
25 The Eye and I [124] Hsin-Chien Huang 2023  Multimedia Installation Festival/Pop-up Taiwan
26 LANDSAT.EARTH [257] Shaheer Tarar 2023 Digital Online UK
27 The Mass Psychology of Fascism [209] Surveillance Camera 1999, 2000  Live Performance Public Art USA
Players
28 Good Morning Mr. Orwell [199] Nam June Paik 1984  Live Performance, Livestream Mass Media South Korea, USA
29 Papa Bed [227] Julia Scher 2003 Sculpture Gallery USA
30 Sorry to Bother You [120] Dan Hett 2018 Video Game Online Turkey, UK
31 Citizen [78, 79] Hasan Elahi 2006  Photographs Online Bangladesh, USA
32 The Hoodie_[73] Bogomir Doringer 2008 Still Image Gallery Serbia, Netherlands
33 Deletion Process [106, 107] Kyriaki Goni 2013, 2015, 2019 Hardware, Multimedia Installation Gallery Greece
34 The Nemesis Machine: Manifestation [245] Stanza 2023  Hardware, Multimedia Installation Gallery UK, USA
35 iSee [202, 268] The Institute for 2004  Digital, Software Online USA
Applied Autonomy
36 The Feeling of Being Watched [36, 274] Assia Boundaoui 2018 Video Festival/Pop-up Algeria, USA
37 3 Degrees of Separation from the Sam Lavigne 2015  Digital Online USA
Military-Industrial-Prison-Data-Surveillance State [145]
38 Uninvited [261] Nye Thompson 2021 Video Gallery Austria, Switzerland, UK, USA
39 Audience [283] Jens Wunderling 2010 Digital Gallery Germany
40 CMYK [49] Daniel Canogar 2014  Sculpture, Video Gallery Spain, USA
41 A Girl Reading a Letter by an Open Window [260, 267] Johannes Vermeer c. 1657-1659  Painting Gallery Netherlands
42 Traffic Cam Photobooth [282] WTTDOTM 2024  Digital, Software Online USA
43 Always Learning [156] Machine Listening 2018 Video Gallery, Festival/Pop-up  Australia
44 Mic Jammer [47] Allison Burtch 2015 Hardware, Software Gallery USA
45 You Saw Me? [157] Melanie Lowe 2008 Digital, Multimedia Installation Public Art, Gallery Canada
46 System Azure Security Ornamentation [163] Jill Magid 2002 Live Performance Public Art USA
47 Peepshow [186, 270] Giles Walker 2007 Live Performance, Multimedia Festival/Pop-up UK, Canada
Installation
48 Data Collection [135] Dave Kemp 2010  Photographs, Video, Multimedia Gallery Canada
Installation
49 Surveillance Cutie [144] Fabiola Larios 2024  Multimedia Installation Festival/Pop-up Mexico, USA
50 Trusted Traveller [201] Yuri Pattison 2017 Architectural Space, Digital, Gallery Ireland, UK
Multimedia Installation
51 Twelve Nodes [141] Egor Kraft 2019 Hardware, Software, Multimedia Gallery Austria, Germany, Japan, Russia
Installation
52 Backspace [264] Ben Van den Berghe 2022 Architectural Space Gallery Belgium
53 Eavesdropper 1 [184] Mschf 2022  Hardware Gallery USA
54 Convergence LA [8] Refik Anadol 2017 Digital, Multimedia Installation Public Art Turkey, USA
55 Camouflage [263] Suzanne Treister 2013 Painting, Still Image Gallery UK
56 Dark Side of the Prism [31] Justin Blinder 2013 Digital, Software Online USA
57 Reality TV [262] Timo Toots 2017,2023  Hardware, Software Gallery, Public Art Estonia
58 Suspicious Minds [30] Viktoria Binschtok 2009  Photographs Gallery Russia, Germany
59 My Little Big Data [168] Eva and Franco Mattes 2019 Video, Architectural Space, Gallery Ttaly, USA
Multimedia Installation
60 Yuppie Ghetto with Watchdog [97] Paul Garrin 1989 Architectural Space, Video, Gallery USA
Multimedia Installation
61 Minor Urbanism [235] Mark Shepard 2012 Video Online USA
62 ‘Which no one will ever see [7] Merig Algiin Ringborg 2012 Multimedia Installation Gallery Turkey, Sweden
63 Nest [100] Jakub Geltner 2015 Sculpture Public Art Czechia
64 MyPocket [9] Burak Arikan 2008  Software, Multimedia Installation Gallery Turkey
65 Demand Ware [44] Jonah Brucker-Cohen 2022 Digital, Software Festival/Pop-up Ireland, USA
66 Carbolytics [180] Joana Moll 2022 Digital, Software, Multimedia Gallery, Online Spain, Germany
Installation
67 SVEN [6] Amy Alexander 2006-2007 igital, Multimedia Installation Gallery, Public Art USA
68 Sticky Floors [238] Ann-Sofi Sidén 2014  Video, Multimedia Installation Festival/Pop-up Sweden
69 Nakagin Capsule Tower [127, 142] Kisho Kurokawa 1972 Architectural Space Building Japan
70 Embroidered Surveillance [146] Francine Leclercq 2024 Textile Festival/Pop-up France, USA
71 Go Rando [109] Ben Grosser 2021  Digital, Software Gallery USA
72 The Status Project [46] Heath Bunting c.2012  Digital Gallery, Festival/Pop-up UK
73 Sanctum [61] James Coupe 2015  Hardware, Software Gallery, Public Art UK, USA
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Table 2: Our codebook and the artworks in our sample to which we applied each code (part 1 of 2).

Code

Definition

Artworks (A-#)

Elements & Principles of Design
Colors
< Bright Colors

< Dark Colors
< Monochrome

< Contrasting Colors

Distortion

< Tactile/Analog Representation of Digital
< Digitized

Scale

Collage

< Composite
Perspective

< Voyeuristic

< Surveillance is Looming
< Shifts

Motion

Lighting

Arrangement, shape, and composition

Whites, yellows, hot pink, etc.

Blacks, dark greys, etc.

One color with different tones, or black and white

Uses strongly opposing colors, such as red and green
Alters the perception of visual or auditory components
Digital object is represented through physical media
Pixelated, synthetic, or screen-mediated aesthetics
Emphasizes size in respect to space

Piecing together many smaller works or elements, often using
repetition and variation

Overlapping or merging multiple elements into the same space
Position the artwork is viewed from

Viewer in the watcher, camera POV

Situated above the viewer or subject

Literal viewpoint shifts across the artwork

Visible movement, physically or visually

Lights are used to direct attention

7,10, 13, 15, 21, 25, 28, 31, 32, 34, 35, 37, 38, 40, 42, 44, 45,
47, 49, 52, 55, 56, 58, 59, 60, 64, 67, 72

3,4, 10, 11, 15, 18, 20, 23, 25, 26, 28, 29, 32, 33, 35, 38, 39,
40, 42, 44, 48, 51, 54, 59, 60, 64, 67

1,6, 12, 14, 15, 18, 20, 22, 25, 26, 27, 38, 47, 53, 55, 58, 59,
62, 64, 68,70

1,2,4,11,17, 26, 29, 33, 34, 51, 52, 54, 55

2, 4,14, 15, 16, 18, 25, 26, 28, 32, 38, 39, 55, 59, 71

6,7, 33,53, 55,57,59, 62,70, 73

1, 10, 18, 25, 26, 50, 52, 66, 70

4,7,9,11, 13, 14, 15, 16, 17, 19, 20, 21, 25, 26, 29, 31, 32,
34, 35, 37, 48, 51, 52, 53, 54, 55, 57, 58, 59, 64, 66, 72, 73
4,5,7,9,13,15, 18, 19, 23, 26, 28, 31, 32, 37, 38, 42, 48,
49, 52, 55, 58, 61, 63, 67, 68, 69, 73

15, 26, 28, 32, 38

4, 14, 23, 25, 27, 33, 38, 39, 41, 42, 47, 61, 67, 68, 69, 70, 73
3,9, 22, 26, 54, 67

4, 8, 10, 38, 50, 58
1,33
4,5

, 36, 38, 49, 45, 47, 49, 50, 53, 54, 59, 61, 62, 66, 67, 68
, 13, 21, 25, 28, 34, 43, 45, 50, 54, 57

5

Visual and auditory lexicon
Plaintext

Everyday Object

Human

Camera (object)
Audio

< Music

< Robotic Voice

<= Human Voice
Public Infrastructure
Common Symbols
Microphone (object)

The sensory vocabulary that the artist uses as components to
build from
Words, source code

Common objects in daily life (e.g., smartphones, bedding)
Human form (e.g., bodies, faces)

Visible camera

Audio or sound plays

Music is used within the artwork or is the artwork itself

A robotic or synthetic voice can be heard in the artwork

A human voice can be heard in the artwork

Human-built public infrastructure (e.g., buildings, streets)

A shape or object that is representative of another object or idea
Visible microphone

1,6,7,10, 11, 15, 16, 18, 27, 33, 34, 37, 38, 39, 45, 48, 51,
53, 54,59, 61, 62, 64,70,72,73

5,6, 8,11, 13, 17, 20, 25, 29, 30, 32, 39, 40, 41, 44, 49, 50,
57,59, 60, 67, 68, 69, 73

1,2, 4,10, 13, 15, 18, 25, 27, 28, 32, 36, 37, 38, 39, 41, 57,
58, 59, 60, 61, 67, 70

3,5,9, 12, 14, 20, 22, 25, 29, 39, 46, 47, 49, 50, 60, 62, 63, 73
38, 54, 60

6, 10, 25, 28, 47, 56, 62, 67

1,3,5,43

8,62,73

9,17, 23, 24, 34, 36, 45, 46, 50, 52, 59, 60, 61, 70, 73
1,27, 41, 51, 62, 66, 71

22,44,53

Display

Data Visualization
< Bounding Boxes

Livestream
Framed Image

The modes in which the artwork is presented or output to
viewers

Network graphs, bar charts, interactive interfaces
Rectangles displayed around objects (e.g., faces) to suggest
detection

Video plays in real time

Parts of the artwork are framed for display

24, 33, 34, 35, 37, 54, 59, 61, 64, 66, 72
2, 10, 54, 57, 61, 67

4,14, 23,49,67,73
11, 18, 52, 55
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Table 3: Our codebook and the artworks in our sample to which we applied each code (part 2 of 2).

Code Definition Artworks (A-#)
Techniques Strategies and methods artist utilizes to construct, critique, or
reframe surveillance and privacy invasion
Interactivity The viewer can interact directly with the artwork 3,4, 6,8, 14,17, 21, 25, 26, 30, 33, 34, 35, 37, 42, 48, 53, 57,
60, 66, 71,73
Speculative Imagines future possibilities 17, 20, 21, 23, 24, 25, 28, 38, 43, 51, 65, 67, 72

< Proof of Concept
Counter-Surveillance Interventions

Exposing Surveillance
Imitation

Information Withheld From Viewer

Demonstrates feasibility through a functional prototype

Direct methods to resist or evade surveillance (e.g., camouflaging,

obfuscation)
Reveals hidden or often ignored surveillance

Mimics or exaggerates an existing object, topic, or cultural form,

often as satire or parody
Restricts what the viewer knows

2, 6,17, 24, 35, 44, 64, 65, 66, 67

1, 2,11, 17, 23, 24, 26, 31, 32, 35, 37, 44, 46, 55, 56, 59, 62,
71

9,12, 20, 22, 23, 24, 25, 29, 35, 36, 39, 42, 43, 46, 55, 56, 58,
66

5,6, 12, 13, 20, 22, 31, 34, 40, 47, 50, 55, 60, 62, 3, 67, 69

11, 14, 21, 31, 48, 55, 57, 59, 65

Observation

Data Source/Subject
< Specific Individual (public)

— Viewer

< The Public

< Artist Self-Surveillance

< Performers

Data Collection Method

< Camera

< Text-mediated Communications
< Microphone

< Viewer Device

Duration of Data Collection

Implied Observation

Dynamics of watching and being watched (visual and data

collection)
Whose data is collected/privacy invaded
Specific individual from the public is highlighted

The viewer is the subject of surveillance/privacy invasion

The general public in an aggregate form

Artist uses their own data or personal experiences
Those hired by an artist or part of a collective art group
How data used in the artwork is collected

Uses cameras

Uses text or social media data

Uses microphones

Uses the viewer’s personal device

The artwork emphasizes the length of time data is collected, or

comments on the persistence of data traces

Suggests that the viewer is being watched, e.g. non-functioning

cameras

1,6, 8, 15, 16, 18, 19, 23, 30, 37, 39, 41, 45, 48, 58, 67, 68,
69, 70

3,4,6,8,13, 21, 25, 34, 39, 42, 49, 53, 57, 60, 67, 69, 71, 73
3,6, 16,17, 19, 23, 24, 34, 54, 61, 66, 67, 68, 70, 73

11, 14, 27, 28, 30, 31, 33, 37, 59, 64, 72

4,10

3,10, 13, 14, 21, 23, 25, 38, 39, 42, 49, 57, 60, 67, 68, 70, 73
6,11, 15, 30, 39, 59, 71,72, 73

8,16, 53

42,45

6,8,13,15,17, 18, 19, 21, 33, 35, 39, 45, 48, 54, 59, 61, 64,
68,73

4,5, 20, 21, 22, 47, 50, 56, 57, 63, 69

Tone
Unsettling

< Industrial

< Panopticon

Atmosphere that frames how the artwork is experienced
Discomfort or eeriness

Utilitarian or cyberpunk (e.g., pipes, wires, metal)

Constant sense of overwhelming surveillance

5,6, 12, 14, 15, 18, 19, 23, 25, 29, 30, 32, 36, 38, 39, 48, 49,
60, 65, 66, 69, 73

3,4, 13, 15, 20, 21, 25, 29, 34, 38, 39, 40, 47, 49, 50, 51, 53,
54, 59, 60, 69

12, 20, 23, 34, 41, 69

Fun and Playful Light-hearted and whimsical in tone 3, 8,28, 31, 42, 46, 47, 49, 67
Glamourized / Fetishized Glamorous or pleasurable to view 9, 34, 37, 41, 46, 47, 49
Mundane Ordinary, everyday life 4, 8,31, 49, 68, 69, 70
Ornate Refined, elegant, or high-class 12, 46, 52

Topics The ideas and themes the artwork engages or critiques

Privacy-invading Technology,
Algorithms, and Identity
< Personal Identity

< Artificial Intelligence

< Algorithmic Assumption

Organized Surveillance / Data Collection
< Government Surveillance

< Corporate Surveillance
Public vs. Private Space

Technological systems that invade privacy and their implications

How a person is defined by themselves or others

Classification algorithms, computer vision
Inferences made by algorithms

Surveillance and data collection by an organization
Law enforcement, intelligence agencies

Social media companies, browsers

Questions which digital / physical spaces are private or public

2,4, 11, 13, 15, 18, 19, 21, 25, 32, 33, 36, 40, 41, 45, 50, 59,
62, 64,67,71,72
2,3, 10, 13, 21, 32, 34, 38, 39, 43, 54, 57, 61, 64, 67,72, 73
10, 21, 32, 64, 71

1,6,9, 12, 17, 18, 23, 24, 25, 26, 28, 33, 34, 35, 36, 37, 42,
46, 47, 50, 54, 55, 56, 58, 61, 62, 66, 67, 70, 71, 72

33, 35, 43, 44, 55, 56, 66, 71, 72, 73

1, 4,5, 16, 23, 31, 40, 41, 45, 52, 54, 59, 60, 62, 69
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D Example Coded Piece

To begin coding, the coder reads through the document to become familiar with overall content. Codes pertaining to the visual content of
the document are applied to a bounding box drawn around images (see the fourth panel in Figure 10). In this example, the consistent images
on the left are ignored, since these refer to other artworks by the artist. The fourth panel contains an image of the artwork; other images
contain information about the process. Process images typically contain information about mechanisms or more subjective, interpretive
elements. In the artwork image, our sample contains the codes “Data Visualization” (display mode), “Human” (visual object), and “Collage”
(design element), among others. Codes pertaining to the textual content of the document are applied to a highlighted paragraph (see the first
panel in Figure 10). Each paragraph is considered one unit of text for consistency in coder analysis. Codes applied to text have a broader
scope, since text may contain both information about the mechanisms of the artwork and themes or topics the artist addresses.

Figure 10: An example of a coded artwork, 3 Degrees of Separation [145] (6Sam Lavigne), in the coder window of MAXQDA.
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