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Background & Goals

Online Behavioral Advertising (OBA) Current Tools
* Browsing > inferences > targeted ads | The Ultimate Parisian Guide To Paris * Ghostery, Disconnect, Privacy Badger, Mozilla Lightbeam

Forget the Eiffel Tower and the Champs-Elysées. Here's where Parisians actually go.

* Users find OBA useful... * Focus on tracking happening now
* ...butalso creepy QA screcd s B e chare 6 oo s * Lists of trackers, but little additional information
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&R Privacy Badger @t

B\ GHOSTERY : Privacy Badger detected 45 potential trackers
on this page. These sliders let you control how

15 Track Trackers Block All — Privacy Badger handles each one. You shouldn't
FACKErs need to adjust them unless something is broken.

* Provide data-driven transparency _
. . Market tour in Paris ound on .
* “Track the trackers” in a browser extension el Food Tour found or © Advertising > € e

* Longitudinal history data » specific examples Cheese. Bread, Wine and Chiocolate Very tasty way GS\
* Understand risks; support privacy decisions y
Understand factors influencing OBA e y ® . _— .
Derceptions @ | :
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weather.api.cnn.io

rtax.criteo.com

ad.doubleclick.net
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User Studies: Perceptions of Tracking & Inferencing

Perce ptions of Ta rgeti ng M echanisms Hover over the advertisement to learn more. Read the explanation closely before moving on
* Simulate browsing experience - explain why o Lhe duestons, _— o o You are seeing this ad because...
an ad is bein g ta rgeted }rr::ae ?eds\;ggtiisnerb 3;1.?1 én;ztr?g :gieg 3;3;:):; online activity that you are likely
Compare relative reactions to 11 different
ways of making inferences and this is & related product,
Assess user interest and perceived usability

of learning about advertising inferences -or-

You are seeing this ad because...

. o on dog beds and

! nf:lre nffl ngfs ens It“"ty f d . : ” other pet foods theezd‘\)/ferztissz:‘ 2a§4inferred that visitors to this site are often men between the

* Classity ot sensitivity or ad categories | . and supplies

° See hOW ClaSS|f|Cat|OnS va ry between USers - and has inferred that men between the ages of 25 and 34
. . . e e e ' are more likely to buy this product.

* Determine factors influencing sensitivity

» Follow up on preliminary study Example ad for targeting-perceptions study

Browser Extension

Browser Extension ® © ® [ Department of Computer Scic x Person 1 Inferring Ad-Interest Categories
* Browser extension in development € > C & secure hitpsy/cs.uchicago.edu LA Topic Keyword Generation
(Chrome/Firefox) RN fh Tracking Transparency * Find keywords for ad-interest categories

Stores page visits, trackers, inferred topic SISl  acithis.com knows about your actviy on this * Categorize Wikipedia articles for training

Will provide detailed interface for page and 12 others. It likely knows that you * Exploring multiple algorithms to extract
have visited pages related to East Asian

exploration and querying Music, Celebrities & Entertainment News. keywords (TextRank, latent Dirichlet
Parse page text, compare with ad-interest TV Reality Shows, Music Education & allocation, hierarchical Dirichlet process)

Instruction, TV Sci-Fi & Fantasy Shows.

category keywords = Associate extracted key unigrams with ad-
ta Show me more about what they know interest categories

Browser Extension Studies

) InveStlg?te popup taglln.es . Current extension prototype
» Testdesigns for exploration interface Proposed “hooks” for extension

* Planned 2-week field study

Exhaustive: "DoubleClick knows you visited 82 Recent visits: Yahoo knows that you visited

pages across 17 sites in the past 3 days” “Things | Wish I’d Known When My Dog Died”
(nytimes.com) last night
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