Online Social Networks in a Post-Soviet State:
How Hungarians Protect and Share on Facebook

Blase Ur
Carnegie Mellon University
5000 Forbes Ave.
Pittsburgh, PA 15213

bur@cmu.edu

ABSTRACT

As Facebook has become global, users from differeltdral and
socio-political contexts have joined the site. Wesent a case
study investigating how both current and historigalitical
events, as well as the migration from a local dowaworking site
to Facebook, impact Hungarians’ privacy attitudasFacebook.
We report the results of 19 semi-structured intws of
Hungarian Facebook users, focused on behaviorsivations,
and attitudes.

Our results uncover a stark generation gap in Faselprivacy
attitudes, with the youngest generation expreséttlg concern
about personal information or intimate photos, wehsr users
older than 30 explain that they and their peerelyashare
information on Facebook. Members of all age groagee that
political opinions should be kept off Facebook, the motivating
factors differ between generations. We also higtligow users’
dissatisfaction with iWiW, the local social netwprkan be
contrasted with the high degree of trust they haveacebook.

Categories and Subject Descriptors
H.1 [Information Systemg: Models and Principles

General Terms
Human Factors, Security
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1. INTRODUCTION

The world is on Facebook, with over 750 million pkpsharing
personal information, uploading photographs, amdroanicating
with friends, acquaintances, and strangers [8].I8\&dcial media
facilitates communication, the sharing of personfdrmation can
have far-reaching consequences, including bothetd@3] and
substantial social embarrassment [9].

As Facebook continues to grow throughout the w@Bld new
users come to Facebook with different values andeptions
based on their cultural experiences. More thancadke ago, the
idea of Internet users as a globally homogeneouss nmeas
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debunked through ethnographic fieldwork identifyiagcultural
element of online activities [17]. Within this cutal context to
the Internet, it seems reasonable that users’ idaesisabout
sharing or protecting their information on Facebaunky also
reflect the norms and values of their culture, &l as both the
general history and domain-specific experiences ajuntry.

In this paper, we report the results of 19 semiestired

interviews of Hungarian Facebook users. We discussrs’

privacy attitudes and motivations, as well as thethat emerged
by placing user behavior within the context of entltuous half-

century of Hungarian politics and an online sociatworking

culture predating Facebook. A European countryppfeximately

10 million people, Hungary's 45 years of secretigeland

communist rule during the Soviet Occupation enddgt m 1991,

when today’s undergraduates were born. The pastitgades of
political see-sawing have come to a head with &eemt rise of a
radical right party [7] and large protests in Sgr011 [18]. With

this rich historical and political backdrop, Hungasrovides a
vantage point to make sense of ways in which sec@lia usage
can be shaped by these hidden forces.

Recent years have also proven eventful in the spbfedungarian
social networking. iWIW (roughly pronounced “ee-v8e a

Hungarian social networking site that had beereexély popular,
rapidly gave way to the Hungarian-language versioRacebook.
This change is notable for the sites’ contrastipgraaches to
sharing information. iWiW was culturally homogensoand
invitation-only, yet lacked site-wide privacy cool; information
posted on iWiW was generally visible to all othéfiWwv members.

Between a domain-specific evaluation of social eking in
Hungary and an overview of the country's historg Rmope to
unveil how cultural and historical forces potengiainfluence
users’ privacy decisions. In Section 2, we explia history of
social networking in Hungary, summarize Hungaryalitical
history from the end of World War 1l to the presefgty, and
discuss related work on intercultural privacy bebe: We
describe the methodology for our interviews andfifgroour
participants in Section 3.

In Section 4, we relate salient themes from theserviews. We
then draw connections between Hungarian sociotpallihistory
and current Facebook privacy practices in SectioArbong the
most important themes was a stark generation gayhich both
young and old interviewees felt that the older getien was
more reluctant to share on Facebook. Both youngadddisers
considered politics too sensitive to post, but b@sons for this
behavior differed between generations. While atétitowards
“the government” varied, participants overall exgzed a high
degree of trust in Facebook and a low degree peador iWiW.



2. BACKGROUND

As users of social networking sites make decisicglated to
posting and distributing their personal informatigmotographs,
and connections, a complex series of preferencdscastoms
underlies an equally complex series of decisions. better

understand how users decide to share or restrictopal

information, it is thus necessary to better unéedtthe customs,
social constructs, and historical antecedents tméght be

influencing these systems. As people adapt to rmeanainication
media, early behaviors become customs. Therefaresuwey the
history of social networking in Hungary in Sectipri.

However, considering a particular culture’s Intérbehaviors in

isolation ignores the wider, societal issues thlitiénce users. As
Miller and Slater argued, people join the globateinet as
identifiable members of their own culture [17]. Whexamining

Internet behaviors, understanding a society's gsysmecessary,
and a society's psyche is inextricably linked wtthhistory. To

this end, we examine the complex™2@entury of Hungary's
history in Section 2.2 before discussing relatedkwan cross-

cultural privacy behaviors in Section 2.3.

2.1 A History of Hungarian Social Networks

In the span of a few years, the face of social ogting in

Hungary has changed dramatically. iWiW (“InternaibWho is
Who"), originally WiW (“Who is Who"), was the firsmajor

social network in Hungary upon its founding in 200% the

vanguard of Hungarian social networking, iWiW irghced many
Hungarians' expectations for this new medium.

2.1.1 The Defining Features of iWiw

iWiW's monolingual interface is one of its definifeatures in the
social network landscape. Except for a brief pefiod2005 —
2006, iWiW has been offered only in the Hungarianguage
[11]. As a result, users of iWiW are nearly exchety Hungarian
citizens or ethnic Hungarians within the largersgiara.

A further barrier to iWiW entry was a requiremetitat all

members be invited to join. iWiW's system permittedly

existing users to request invitations for theirefids and
acquaintances. Although invitation-less registratias opened to
anyone in Spring 2011, the site remains monolingual

While iWiW's monolingual interface and invitatiomded

registration system effectively constricted the esizand

composition of its user base, privacy settingstan dite are very
coarsely-grained. For instance, users can choosthetto share
all of their photographs with “anyone” or “only énds.” iWiW

has neither an area of the site for setting genpralacy

preferences nor the ability to share only with stbsf friends.

2.1.2 Facebook Emerges and iWiW Declines
Facebook's global popularity rose with its introdlue of
localized language interfaces in 2008. Facebookvdsourced
translation, allowed its users to cooperativelygasy and debate
translations [2], including a Hungarian languaderface.

Buffeted by the twin punches of competition front&aook and
resistance within its user base to interface chanféiw saw its
usage numbers drop precipitously in 2010 and 28%Ireported
by Internet measurement firm Alexa, pageviews on\WWpeaked
as a share of global Internet traffic in Fall 2008t by May 2011
had dropped approximately 80% from its peak [1].

2.2 20" Century Hungarian Social History

As a population's modern behavior is partially atsgsis of
historical precedents, it is necessary to consisgor Hungarian
historical and cultural events of the past halftagn to
understand contemporary practices. In short, Hysa20th
century history is saturated with political turmoil

From 1945 to 1991, Hungary was occupied by the &svand
under communist rule. Any conception of individymlvacy in
Hungary during the mid-20th century is incompletéhaut
considering the subjugating effects of the Hungasecret police
upon a national conscience. Beginning in 1945 aedigting
through the Revolution of 1956, the AVO (later AVKips the
secret police force that brutally effected policaistated by the
Soviet and Hungarian governments [15]. Clashes dwmtw
protesters and the AVH were among the most notablments of
the failed 1956 Hungarian Revolution [20].

While the older generations in Hungary may rementbhelegacy
of a secret police force's reign of terror, thé &l communism
from 1989 — 1991 set off a political see-saw fomgarian young
adults [12]. Widespread protests in 2006 [16] ledthe near-
demise of one political party, and the radical tigloon rose
sharply in stature [7]. In 2011, tens of thousammstested
proposed a media law and a new constitution in Besia[18].
The sum of this activism, in concert with its hrital

antecedents, can illuminate attitudes and sugggsamations for
how Hungarians of all ages treat their personalrimftion.

2.3 Related Work

Although the literature on cross-cultural investigas of social
networking privacy remains nascent, a larger bddscbolarship
has found culture to influence users' general pyiv@ncerns on
the Internet. Bellman et al. surveyed Internet siskom 38
different countries, including Hungary, finding ttaaltural values
were associated with different privacy concerns. [B] their
survey of 1261 internet users from five countriéhp et al. also
found that national culture significantly impactsews' privacy
concerns [5]. Using surveys and interviews of higth workers
in India and the U.S., Kumaraguru and Cranor atemd culture
to influence attitudes towards privacy [13].

Studies on cultural differences in social netwogkprivacy have
primarily employed surveys rather than ethnograpfierviews.
For instance, Krasnova and Veltri surveyed 491 Baack users
from the US and Germany to compare their privagyceons and
perceived benefits of social networking [14]. Thiewnd that
Americans report a higher concern with privacy lyave lower
estimates of the consequences of unintended digelog/ang et
al. surveyed 924 social networking users in the.CBina, and
India, finding U.S. respondents to have a higheell®f privacy
concern than their Chinese and Indian counterjj24is

Our work differs in methodology from previous stesliof the
cultural dimensions of social networking privacy bsing semi-
structured interviews to examine users' detailaitudes and
motivations, allowing us to unpack their resporisethe context
of historical and contemporary political eventse\Wous work
utilizing interviews of social networking users wasrformed by
Chapman and Lahav in the US, France, China, anthS¢area
to identify cultural differences in user's sociatworking goals,
self expression, and behaviors [6]. However, tta@ycentrated on
how users share information, whereas we focus ivagy.



The literature on Hungarian social networks focuses the
cultural elements of membership. Imre has examthectonflicts
inherent in the development of social networkingpost-Soviet
states, focusing on iWiW in Hungary [10]. She idwmoes the
idea that iWiW's post-communist, national charaeseemingly
at tension with the democratic potential of globatial networks.
Our work examines how this character impacts pyiatitudes.

3. METHODOLOGY

We gathered data through 19 semi-structured iresviin an
urban area of Eastern Hungary. The interviews imyat®d
research questions constructed through exploratmnyersations
while the first author lived in Hungary for 8 mosth

3.1 Major Research Questions

Based on the extent to which the Hungarian politi@aadscape
changed with each generation, ranging from Sowetrounism to
an era in which the radical right has come to powee of our
primary research questions was whether Facebookaqyri
attitudes were influenced by a participant's agee \Wlso
investigated what other factors impact their sociatworking
privacy practices.

Given the transition to democracy two decades agurasted
with the contentious political atmosphere that istss we also
hoped to learn the extent to which political vieare shared on
Facebook. Furthermore, we aimed to learn what typés
information Hungarian users consider too privateHacebook.

We finally aimed to learn why the migration from WY to
Facebook occurred and how it affected users’ deutowards
sharing information on Facebook, if at all. We Hfettmore
wondered whether Facebook’s position as a globbdlark, as
compared to iWiW’'s network of only Hungarians, emages
users to keep more information private or shareenmdormation.

3.2 Participants

19 individuals took part in semi-structured intews in May
2011 in Eastern Hungary. We recruited participaotisnarily

using email distribution lists and organizationacEbook groups,
with further participants recruited through snovisaimpling.

Participants range in age from 18 to 43 and incRidiemales and
10 males. All ten participants younger than 24 geald are
students. Of the 9 participants age 24 or oldeweBmembers of
the workforce and 1 (Nimréd) is a medical studétrticipants
have been assigned common Hungarian names as pgewsjo
which are presented alongside demographics in Table

17 of the 19 participants use Facebook at least arttay. Szandi
uses Facebook twice a week, while P&l logs in wiemae
receives a message. 9 participants’ Facebook atzoware
approximately 1 or 1.5 years old, 6 participant£aunts were 2
or 2.5 years old, 2 participants’ accounts were&y old, and the
remaining 2 participants’ accounts were 4 years old

17 of 19 participants have also used iWiW. 1 pgréiot (Pal)
uses iIWIW more frequently than Facebook, while digipants
have deleted their iWiW accounts. The remainingagicipants
use Facebook as their primary social network.

Participants were interviewed in their choice dhef Hungarian
or English by the first author, a fluent speakeboth languages.
Since English proficiency has only become more commwith

the youngest generation, the majority of olderriieav subjects

chose to conduct the interview in Hungarian, witiedents who
had studied English for years often chose English.

Table 1. Participant pseudonyms with age and gender.
Interviews conducted in English are noted by a .

Name |Agg Gender Name | Age| Gender
Adrienn* | 18 F Kéaroly* | 24 M
Balazg |19 M Laszl6 | 25 M
Csilla* | 19 F Magdolna| 28 F
Doéra 20 F Nimréd* | 30 M
Emese | 20 F Olivér 31 M
Fruzsina | 20 F Pal 35 M
Gébor |21 M Réka 38 F
Huba |22 M Szandi | 43 F
Istvan* | 23 M Tinde | 43 F
Janosr | 23 M - - -

3.3 Interview Protocol

Interviews, ranging in length from 22 to 50 minytesere
conducted one-on-one and audio recorded. At the ainthe
interview process, we listened to the audio recwsliand took
detailed notes. These notes were reviewed for $rendd the
ideas for the themes reported emerged from theedgr

Since participants chose whether to conduct theni@w in

Hungarian or English, it is important to note laage’s potential
impact on the interviews. As the first author iflLent yet non-
native Hungarian speaker, a bilingual, native Huiagaspeaker
revised the interview questions for usage and stybtif meaning.
Although the level of English fluency was quite tidor all

subjects interviewed in English, questions wererif@dd in

Hungarian in the handful of cases when a partidipeemed
confused about terminology.

During the interview, we first asked participantsoat their
general techniques for communicating with frienfdsnily, and
colleagues. Afterwards, we probed participants’ elsEacebook,
including how they first learned of the site, thequency of their
Facebook use, and their most common Facebook taetiviVe
next asked about their history of iWiW usage andhiops of
both sites.

To investigate whether the national character of\WW[10]
persisted in Hungarians’ use of Facebook, we nesked
participants what defines them as Hungarian andhenehey had
“liked” anything particularly Hungarian on Facebod¥terwards,
we asked participants how they would feel aboutdiferent
types of relationships (family member, neighboge government,
etc.) seeing their activities and information orcétzook.

We followed these questions with a discussion akmitacy
attitudes on Facebook, including whether they hay privacy
concerns, what types of information they consider private to
post on a social network, and whether they hadettgt any
posts. To investigate differences between generstiae next
asked if they considered their privacy attitudgsdgl of their age
group, and whether younger and older age groupsheasame of
different attitudes. The final questions of theeimtew examined



the user’s attitudes towards photographs, theireatirprivacy
settings, and their rationale for choosing thesings.

3.3.1 Limitations

Our interviews are not intended to be a represestaample of
all Internet users in Hungary, but instead delte the mindset of
a small number of Hungarian users with the intdrthoroughly
understanding what factors influence their privattitudes.

While participants’ self-reported usage of Facebawid self-
reported attitudes provide the foundation of owuhs, we also
rely on interviewees' perceptions of how their fids and
acquaintances use Facebook. Inherently, users tamade
completely accurate conclusions about the behavipititudes
of others. However, their perceptions of others \atuable in
reflecting the influence of culture and historydecision making.

4. RESULTS

We report major themes that emerged from the l@nigws in
boldface. Quotes from participants interviewed iangarian are
given in English translation. Quotes from Englislnduage
interviews are given verbatim, retaining any mistak

The “younger generation” has few privacy concerns

Most interviewees under the age of 30 explainetlttiey enjoyed
sharing information, photographs, and posts witkirtfracebook
friends. Nearly all of these users noted that thesd the “friends
only” privacy feature. However, when asked whethbe

“younger generation” has the same attitude towamilgacy as
their own age group, 18 of the 19 intervieweesdat#id that the
younger generation’s attitude was more lax. The shésenter
was Adrienn, who at 18 years old was the youngadigipant.

Interviewees felt that younger people shared toochmuFor

instance, Emese (20 years old) complained aboutytheger
generation not using privacy settings, whereas dtinazwas one
of many participants who lamented that the yourggreration
shares nearly everything. Laszl6 explained, "Teersaghare too
much about their private lives on Facebook. ThegresHots of
pictures and posts on Facebook dealing with sex aaodhol

problems." Balazs explained, "l don't like my sisie use FB. |
mean l've seen a lot of young child who's signirtg FB but they
didn't reach the 13 years... They're posting alne&rything,

their private stuff."

Many participants mentioned that young girls ofperst revealing
photos. Nimrod lamented, "If you check the profgbotos, if
there is a 15 year old girl, it's nearly a covetdhom Playboy or
something like that. | don’t know, maybe the valebanged a lot
and if you want to be famous you must be a singeractor, or
porn star, playmate, a reality show winner." Whascuksing
inappropriate posts by his Facebook friends, Istadded,
"There's a website devoted to [inappropriate Fagkhmosts] in
Hungary... especially young girls posing in questldaananner.”

A number of participants framed this debate in seohmorality.
Near the beginning of his interview, Kéaroly volueted that "the
attitude of the younger people is destroying theietp because
the girls are making those obscene pictures abdwemtin the
mirrors and they think that it's cool and sexy #mely are trying to
get the attention of the males... The girls areaven 15 years old
or 18 years old and they are making this and thayktthis is
right." Janos, among others, echoed Karoly's disddi“mirror
shots.”

The oldest interviewees felt particularly stronghat younger
people share too much. Pl said, "Unfortunatele [flounger
generation is] different. They carelessly put ufpimation; they
share everything." Réka, who has a teenage daugfster, "My
17 year old daughter, she's ok, but her age gragsrdt know
how to live...They share everything, while | onlyase important
things."

The “older generation” has strong privacy concerns

All four participants age 35 or older felt they atiir friends
were very cautious about sharing information on eBack.
Although Réka considered herself to be fairly opsime didn't
think her friends were equally willing to sharednhation. She
said, "I have some acquaintances with Facebookspdmg they
only use them to see others' photos...They shareingptim
return.” The older generation also felt that theteptial for
problems on Facebook was very serious. For examplen
asked what she doesn't like about Facebook, Szmidlj "People
need to watch out for themselves. They must rementtost
[Facebook] is not a game."

These four participants noted that few Hungarianghmolder
than them use Facebook. Tunde referenced commtimist
when she said, "[Older people] are perhaps frigkdeabout
information about themselves. [Moderator: Why?$ Ipossible
that they feel the impact of the old era more sihph

Nimréd, who is 30 years old, noted that not shargngart of the
culture. He said, "Let's stick with that | donkdito share a lot
about myself. | mean, in Hungary, it's common moshare very
much... | think I'm sharing only my name and a phabout my
face if someone wants to find me... It has beeraydwpart of
Hungarian culture, maybe because of the history wien the

Russians were here and the communism. There weré stoiff

but the bad stuff was that your neighbor could evetnote about
yourself and you could end up in the prison, duirk this comes
from [our] parents' mind."

The younger interviewees supported this opinioh pAtticipants
younger than 35, except for Istvan, felt that peoplder than
them shared much less information on Facebookamstad no
Facebook friends older than him. Adrienn noted tinat older
generation is "more protective or secretive," whira
mentioned that her mother's age group is more Waaefd posts
less.

Participants confirmed that there are older Huragei with

Facebook accounts, but these individuals rarelyt. pBalazs

related, "My father never posts really personaltys&s about
himself or personal information. He actually nepests anything.
Because, | don't think that he's scared, but helg reafe. This is
the difference between the young and the old. [Matde: Then

why does he use Facebook?] He only uses [Facelfooldhat

and to see pictures about his friends and senddfiiequests and
stuff, But [he] never posts anything." Magdolna sidered

multiple possibilities of why she sees few postarfrher older
friends on Facebook. She explained, "I think olgepple use
Facebook less, or maybe not less, but instead bBakestalk'

people and don't share information themselves."

Emese, herself 20 years old, noted an age at wslaring
practices change. When discussing whether oldgulegqrivacy
attitudes are the same or different, she explaifiethink that
people in their 20’s don't really care, but likeopke in their 30’s
and above that, | think they do change their pgvaettings...



Older people...want to keep their data to themsélv@abor and
Janos also concurred that, in Gabor's words, tHerajeneration
"has more restrictive privacy settings than youagpe."

Csilla also felt her older acquaintances had wste privacy
settings. She said, "l find that most of the people are of an
older group than me are just kinda much less appedde. Like
they block every data, every information of themes] except
their name, except their avatar picture... | gubsy just feel a
strong sense to privacy ‘cuz they've got used.to it

Older users consider photographs to be particularlyprivate

A number of participants mentioned Facebook pheaipigs as one
of the key ways in which older Hungarians diffeorfr the

younger generation. Older interviewees statedttiegt and others
of their generation didn't like to post photograph%ounger

interviewees corroborated this opinion based oiir thacebook
friends’ actions.

When asked about users older than him, Olivér (84rs old)
claimed that they shared “at most one photo, frohickv their
friends or acquaintances can recognize them." Wihenasked
him about his own practices regarding photos, hd, sa
“Previously | didn't have any photos up on Facebdnk now |
uploaded one. But just one, not a lot." When askele likes to
post pictures of herself, Réka responded, "Pictofese, not so
much. | have posted some, but not all that manyhekvasked the
same question, P&l said, "No, | don't see the value | have 2
pictures on Facebook so that people can know #'S Ral also
felt that things the tax collectors could use agiaan individual,
including pictures of luxury autos, should not @oaded since
he had heard of government inspectors searching/iwi

Older users similarly did not like the idea of athéagging them
in photos. When asked if he liked it when otheggéal him, Pal
said, "If someone did this without asking me, ldigusted. This
would violate my rights." Szandi was thankful thatne of her
friends had tagged her, saying, "Luckily | havget had a friend
who shared a photo that | didn't know about.”

Géabor, 21 years old, related an anecdote aboutntather

chastising him for posting a photo. He said, "laguled a picture
of my girlfriend kissing me and my mom said, 'My dsavhat is

this? How could you put this on Facebook? ™

The 30 year old Nimréd summed up the practice ef dkder
generation, saying they "share less than my geoerathey have
only a few photos. [Moderator: Why?] Because theyret used
to documenting their life. For us, it's normal."

Political views should be kept off Facebook

After romantic relationships, political views wetee second most
frequently mentioned type of information that's dtgensitive to
be posted on Facebook” (8 of 19 participants).ifstance, when
asked what's too personal to share on Facebook,deTin
responded, "What | wouldn't get into, what I'd leawt, well, I'd
say my political affiliation. In addition, very, we personal
information." When discussing things her Facebooientls
should not have posted, Emese mentioned "not reaityble
things but things that like other people can read lse offended.
It wasn't really terrible. [Moderator: What was efive?] The
use of [bad] words, or politically." Istvan addéd,don't really
like people posting any extreme ideas, like pditior whatever."

Fruzsina also mentioned that she considers pdlitiGaws
personal.

Bad situations involving politics and Facebook wdiscussed at
length by three participants. Dora expressed thass'afraid to
write things that are not politically correct, whemy opinion

differs from the prevailing attitude." When lateskad if she
regrets any posts on a social media site, Doreagygd, "Yes, one
time | was on [a right-wing Hungarian political blp where |

either commented or 'liked" a picture | found pretiater realized
that searching Google for me would reveal my commtat |

visited that site... which | regretted a bit sifjtee site] is fairly

radical and nationalist, which would be seen neghtiby many
people.”

Gabor related a story in which information on aialonetwork

was used for political purposes. The second of Ggbeasons for
switching from iWiW to Facebook was that "regardifgiw, a

major Hungarian political event occurred in whitle tHungarian
police purchased different information for officialse, and |
found this revolting. | have some acquaintances wkee taken
for interrogation because they knew some people wieoe

considered dangerous to national security basetthein political

beliefs. So | said goodbye, | don't want iWiW, dndeleted my
profile." He later mentioned "strong political tigm (right wing

things, crazy nationalistic stuff) and propaganaentfthe current
administration" alongside pornography as thingstiieks his

Facebook friends should not have shared.

Huba also regretted posting about politics. He a@@reld, “I

posted political videos from YouTube... In a denaoyr, the idea
would be that anyone could share their opinion. Buve some
acquaintances who lost their jobs for this reasonnot having
the same political opinions as their employers."

Nimréd has also experienced trouble related totipsli He
responded to our question about what makes him &tiarg by
saying, "I'm proud of my language or literaturenausic, but in
general I'm not proud of being a Hungarian becauesare always
telling that we are heading towards the Europediomsand we
do it only paper, but nothing changes in the pedpheind in
general. [Moderator: What needs to change?] To e mopen, or
to skip the hatred. | don't know if you're familiaith the political
views and stuff around me, because | always trgvoid them,
but | cannot." When later asked if he had seensgmgtany of his
Facebook friends that he felt they should not hpwseted, he
immediately identified political messages.

Trust of the government varies widely

When asked how they would feel about “the goverrifneseing

their activities and information on Facebook, regss in all age
groups were polarized. 6 participants (Adrienn,zBhoa, Istvan,
Janos, Laszl6, and Szandi) didn't have a probleih he

government seeing their information. Balazs thougltould be
good or bad, whereas Réka felt she had no choitieeimatter,
rendering the question moot. She said, "If they Iddike to

monitor someone, they have the devices to do it."

Szandi was typical of the assenting group, expigini'l think |
have nothing to hide from the government. My feglis the
government wouldn't be interested in my opiniomloh't worry
that this government would be interested in thed ki things |
say." Fruzsina qualified her opinion by expressitig, truth, it
wouldn't bother me if the government saw [my infation], but
that's dependent on who's in power."



However, the other 11 participants would not grahe
government access to any of their information, viithra even
laughing at the question. Huba said, "This woulthbome a lot.
[Moderator: Why?] Because | feel that they're veagionalistic,
and | feel that the government so far hasn't ttéerd someone
expresses their opinions.... Those who loudly kayr opinion, it
can always be held against them...In Hungary, thess w
socialism, communism, not democracy. For a verg lbime, they
monitored people, they prepared reports about them.

Participants were less concerned about governmentgolice,
schools, or workplaces actually monitoring their Faebook

Although 11 participants expressed a strong awvers the
abstract notion of “the government” seeing thefoimation on
Facebook, only 7 people expressed any degree aeoorwhen
asked, “Are you worried that the government, poligeur
university or workplace, or other countries’ goveents are
watching Facebook.” 7 additional participants imadéxl that this
type of monitoring was either currently possible aready
occurring, yet they were not bothered by this namig.

Although it may seem contradictory for someonetéama strongly
opposed to the abstract notion of “government” regpetheir

information yet not be bothered by the idea that gbvernment
and other officials might be monitoring Facebookyrtigipants

had pragmatic reasons for their opinions. For imsta although
Huba strongly opposed the government seeing hisrivdtion, he
said, "Honestly, [monitoring] doesn't bother medese | don't do
illegal things...In truth, I'm not hiding anythingkaroly added,
"Well, it should bother me, but [it doesn’t bothree] because I'm
a good person, | have nothing to hide."

Although Karoly was opposed to the government spdiis
information since it might impact free speech, bsponded to a
question about whether he had any concerns by gayiot
really, because if you have [any sense], you walrére anything
truly private on this site.” Although Réka earliéndicated
significant discomfort with the government seeinger h
information, she felt that "if they want to monitsomeone, they
have 100,000 ways to do it. [Facebook] is just ohemany."

Janos felt that Facebook changed his relationshiph w
government, saying, "If [officials are] registeras users, | think
they have the same rights as me on Facebook. Idifeahat's
another matter... | am a citizen of this country, they have
authority over me to a certain degree, so I'm resiixde to them
in a way. It's different while on Facebook; we'echnically
almost on the same level."

Only 4 participants (D6ra, Gabor, Istvan, and SPaexpressed a
good deal of concern that any of these groups wakhing
Facebook, while 3 others (Balazs, Olivér, and Tiireleressed
some level of concern. Olivér and Szandi were pilsna
concerned about their workplace watching, where@s Ehought
this idea was reminiscent of Kadar, the longtimadér of the
Hungarian Socialist Workers' Party. Gabor was comnee that
any political organizing he might do would be watdhHowever,
Istvan’s concern came from his own practices. Hi, S&vell, if |
am interested in someone, | would first look ondfmok."

Users trust Facebook, the company

When asked how they'd feel about Facebook, the eomp
seeing all of their information, 14 users felt Rzmek should have
full access to their information. For comparisorhew asked

about romantic partners, 18 participants exprested they
should have full access; when asked about parEhisarticipants
similarly granted full access.

Balazs explained, "They provide me Facebook, sg tan do
anything they want. It's like I'm in their hous€Silla added, "I
think | wouldn't block anything from them because their site."
Janos agreed, "I am using their software, so Iktirere should
be a level of trust between the company and thistise

However, 16 of the 19 participants have not readire unaware
of, Facebook’s privacy policy. Two individuals remiger reading
some of the policy, while only Istvan thinks he htifpave read it.
Huba captured the general sentiment, explainingdi’t think

anyone, even the people who wrote the policy, haaa the
whole thing.” Notably, Hungarians who are interdstén

inspecting the privacy policy face a much higherriea than

English speakers; there is no Hungarian languagsore of the
privacy policy.

Facebook hasn't violated their privacy, while iWiWis amateur

We asked participants whether they felt that Fackbdwad ever
violated their privacy. 3 participants mentionedidents they
considered minor, 1 mentioned an incident that shesidered
serious, and 1 other had a vague memory of Facehawing
done so, but he couldn't remember what it waslaCaild Istvan
both felt like Facebook had somewhat invaded theiracy when
they were tagged in photos for the first time. Gaientions that
he had chosen his privacy settings incorrectly @nohe point an
ex-girlfriend saw his page. Magdolna mentioned tRatebook
violated her privacy when making a photo album ybthereas
Nimréd said, "I don't remember what was it, but @rdchad to
change something because | have realized that &akéb using
me without my permission, but | don't remember wWitatas]."

Magdolna was the only participant to describe Faokbas
untrustworthy, in contrast to what she perceivethasprevailing
attitude in Hungary. Although she would allow Fameb access
to her information, noting that they couldn’t operahe site
otherwise, she said, “I don't know to what exteatébook takes
part in data collection for the police. | think E&ook is more
dangerous and less trustworthy than people think."

In contrast to Facebook’s good reputation, numeparticipants
decried iWiW's privacy practices and unprofessisml For
instance, Baldzs explained his switch to Facebopksdying,
“First my girlfriend started to use it and | saichlnot going to
have a Facebook account because it's internatiandl too
dangerous. You know, everyone could find it. But®my friend
told me that iWiW is a lot less safe than Facebaok| switched.
[Moderator: Why is it less safe?] Because one offniends is a
hacker and he hacked [iWiW] very easily.” Huba $miy called
iWiW “careless and numerous times untrustworthySr® and
Tunde both mentioned that Facebook is significafaster than
iWiw, while Janos felt that iWiW is “quite clunkyompared to
Facebook.”

Emese was typical of the majority of users who umisappy with
iWiW’s privacy practices, saying, "l actually hawe idea about
the privacy settings on iWiW. | know that, | thithat last time |
checked everyone could see everyone's profiles. didn't have
to be friends to look at their friends or infornaatior pictures, so
that should probably change." Of the 17 iWiW usergy Pal was
familiar with iWiW’s privacy controls. In contrastl8 of 19
participants were familiar with Facebook’s privamyntrols, and



17 said they had changed their settings. The ntgjoof
participants said they chose the “Friends Onlytisgtwhen they
first joined.

5. DISCUSSION

A large disparity in privacy attitudes between ttoeing and old
generations in Hungary was a major theme of therigws.
Older interview participants explained that theiwno sharing
practices were quite restrictive and that they lsadstantial
concerns about privacy, particularly regarding peotAlthough
most of the younger participants noted choosing “fhiends
only” privacy setting, they didn't feel particulgriconcerned
about sharing information or photos.

However, both old and young interviewees felt thatgeneration
younger than them shares too much, whereas thethél older
Hungarians participate passively, sharing littf®imation. While
young Hungarians’ perceived behavior echoes the ricare
teenagers Boyd and Marwick documented [4], shapegsonal
information while at the same time creating socgiafrms to
protect their privacy, older users’ passive roleHangary is
exceptional.

Considering the turbulence of communist times imghry, it is
perhaps not surprising that many older Hungariaeseductant to
share too much information. Szandi captured theievallder
Hungarians place on communication when discussimy

childhood. She said, "There were Uttdrok and Kismbuik
[communist party scouting organizations for chitgrethere was
one party in the country, and parents didn't letrtbhildren know
their political beliefs... So as we grew up, yowldn't say what
you thought. We had to think about who we wereitglkn front

of, and what we were saying. The defense we leamttit every
sentence we uttered meant something else... [Tedayith] put
their opinions regarding politics, child-rearingnda school in
public on Facebook... In what country did they grqe?u

Szandi's expression of the caution and care withichvh
Hungarians communicated during communist
illuminate why older Hungarians share very littleevery discrete
piece of information, every utterance, is drapedhwnultiple
shears of meaning and a sense of danger, it reqoiteh more
thought and reflection.

The legacy of secret police in Hungary also seensand strong
in influencing the opinions of the older generatids Nimrod

mentioned, older Hungarians don't like to documimir lives.

Hungarian antipathy towards being documented i$ fsehded
given the history of secret police during commuriistes. AVO

(later AVH) was a secret police force in Hungargittdominated
many critical moments of the failed 1956 revolutif20], in

which Hungarians rose up against Soviet occupinss era of
fear and uncertainty of the secret police’s reignterror is

documented, for example, in the classic Hungarilam A Tan(
(The Witness

Given the fear experienced in their childhoodsitnderstandable
why politics is a sensitive topic to older HungasaHowever, we
found that younger Hungarians also feared discgspilitics.
This fear likely stems to some degree from thedessof their
parents’ generation, but also in large part fromtemporaneous
political events. With the rise of the Hungariadical right in the
last 5 years [7], intimidating political tacticsJeaagain become
common. From major violence spurred by right wirrgtesters

h

times may

during the 2007 and 2008 Gay Pride parades in Besidf9] to
2009 murders of the Romani (gypsy) ethnic mindit], to large
protests in 2011 [18], fear and occasionally viokerare again
part of the political lexicon.

It makes sense that Hungarians in their early ar 2dis, shaped
by these events, would fear being overtly iderdifieith a
political movement. Déra’s regret of inadvertentpublicly
‘liking’ a photo on a blog closely linked to thedieal right [16],
as well as Gébor's story of acquaintances beingsted for
political beliefs posted on iWiW, echoes past gatiens’ stories
of political retribution. However, there is no l@rga state-run
secret police that makes people disappear. Whéhe@sparents
were afraid to have any part of their life docuneehtyoung
Hungarians are only particularly afraid to broaddhsir political
opinions.

The seeming contradiction of the small number atigipants
who assented to “the government” seeing their méiion on
Facebook compared to the larger number who wereoraterned
about various officials “watching Facebook” is wpag in
subtleties. We first must consider why participaike Fruzsina
and Szandi assented to “the government” seeing itifermation
on Facebook. Since both of their answers rely anctirrent
government seeing their information, it seems Jikiiat their
assent is more a matter of political opinion thabsteact
sentiment.

Participants’ nonchalance towards officials pothtimonitoring
Facebook seems to be a function of the large detgraghich
users filter what they post, as well as the seasghich they feel
irreproachable. The vast majority of our intervieseboth used
Facebook’s privacy settings and also took careotgonst private
information. For example, Csilla and Kéroly bottpessed that
any intelligent user knows not to post personabrimiation.
Magdolna exemplifies the high degree to which pgoéints trust
their friends to respect similar norms, explainthgt "my friends
are my friends because they're the types who wdukhare
compromising photos." A number of users, even thodm
opposed the abstract notion of the government geéieir
information, expressed that they have “nothingittehand thus
aren’t concerned about monitoring.

Although we had initially hypothesized that thedeg of iWiW'’s

national character [10] might result in Hungarigeferring to
share information with other Hungarians on Facebeak found
no evidence of this behavior. Our participants shat they are
not any more likely to interact with strangers cmcé&book who
are Hungarian, even those that ‘like’ the sameghifiood, music,
language) that define the participant as Hungarian.

Facebook’s high stature in Hungary, particularhatiee to iWiw,
seems to result from a number of factors. Of oumi€rviewees,
17 have used iWiW. However, 4 of these participaatge deleted
their iWiW accounts whereas 12 of the remainingu$g iWiwW
only sporadically. Beyond Huba and Gabor's storasout
iWiW'’s technical shortcomings, users have an oVvéngbression
that iIWiW is slow and amateur in comparison to back. For
instance, media coverage of the Hungarian-lang&agebook in
2008 echoed this sentiment, with one article sayfilid-acebook
is a Bentley, then today's iWiW is a 10 year oldabant,”
comparing iWiW to a car reviled for being of shodyality [22].

Participants’ poor experiences with iWiW set the baw, so
Facebook’s relatively professional appearance psrhalsely



reassured participants that the data security venespervasive
threat of hackers that plagued iWiW are absent fRamebook.
The myriad of privacy options they have also setmsonvey a
sense of protection, in contrast to iWiW's pauafychoices.

However, US users similarly transitioned from peaperiences
in social networking (e.g. MySpace) to Facebook, they are
often skeptical of Facebook’s trustworthiness. tligs important
to consider the extent to which Hungarians haven lee@osed to
news that might cast Facebook in an unflatterigigtliFirst of all,
most Hungarians joined Facebook well after itsahigrowth. 15
of our 19 participants joined Facebook at most ye&rs ago.
Therefore, news stories about privacy issues oretieaak from
over 2.5 years ago would have found no audience.

Language and international orientation also seeplap a role in
Hungarians’ trust of Facebook. Of the 19 intervigarticipants,
only 2 (Csilla and Magdolna) indicated that the anigy of their
Facebook friends post in English, stemming fronirtpleirality of
international friends. Baldzs and Nimrdd note tirir friends
use Hungarian and English equally. 3 of these dritionally
oriented users felt that Facebook had violatedr tipeivacy.
However, only 2 of the 15 participants whose frienimarily
used Hungarian felt that Facebook had ever violdteu privacy.

Overall, the fear of being documented during comistutimes
seems to influence older Hungarians' aversenesgdsting
personal information, particularly photos, on Fausb
Meanwhile, recent political violence and the prewae of
extreme viewpoints seem to encourage younger Hiargato
keep political views off Facebook. Users’ transgitirom the
amateur, localized iWiW to the more professionatefmok, in
addition to the lack of knowledge of privacy viatats on
Facebook, have left Hungarians trusting their newtb social
network to a great degree. While Hungarians haweegb the
global network of Facebook, they seem to do soindidy as
Hungarians, with history, politics, and culturelirgncing their
privacy attitudes and behaviors.

6. ACKNOWLEDGEMENTS

We would like to thank Lorrie Faith Cranor for vehelpful
feedback, Judit Jakim for language assistance,thadVagyar
Fulbright Bizottsag for support. This work was cantéd while
the first author was in Hungary on a U.S. Departn@&nState
Fulbright scholarship. The views expressed in plaiger are those
of the authors and do not necessarily reflect thidsmy sponsors.

7. REFERENCES
[1] Alexa: Statistics summary for iWiW.hu.
http://www.alexa.com/siteinfo/iwiw.hu

[2] Arrington, M.: Facebook Taps Users To CreatariBtated
Versions Of Site. http://techcrunch.com/2008/01&¥book-
taps-users-to-create-translated-versions-of-site/

[3] Bellman, S., Johnson, E., Kobrin, S., Lohse]r&ernational
Differences in Information Privacy Concerns: A GibSurvey of
Consumers. Information Society, Vol. 20, No. 5,8p3-324,
2004.

[4] boyd, d., Marwick, A.E.: Social Privacy in Netvked
Publics: Teens’ Attitudes, Practices, and Strate(f€11).

[5] Cho, H., Rivera-Sanchez, M., Lim, S.S. New Mgeéi Society
vol. 11 no. 3 395-416 (May 2009).

[6] Chapman, C.N., Lahav, M.: International ethraggric
observation of social networking sites. In CHI &&ended
abstracts on Human factors in computing systemd E2108).

[7] Day, M. Rise of Hungary's far-Right Jobbik pestirs
disturbing echoes of the 1940s. The Telegraph (8p2010).

[8] Facebook: Statistics.
http://www.facebook.com/press/info.php?statistics

[9] Failbook. http://failbook.failblog.org/

[10] Imre, A. National intimacy and post-socialigtworking.
European Journal of Cultural Studies, 2009 12: 219

[11] iWiW.: A gyakran ismételt kérdés — vissza &pakhoz.
http://iwiw.blog.hu/2006/04/03/ (Hungarian).

[12] Kostelecky, T.: Political Parties after Comnam:
Developments in East-Central Europe. The Johns iHepk
University Press (April 30, 2002).

[13] Kumaraguru, P., Cranor, L.: Privacy in Indégtitudes and
Awareness. Proceedings of the 2005 Workshop ora@yriv
Enhancing Technologies (PETO05).

[14] Krasnova, H., Veltri, N.: Privacy Calculus Social
Networking Sites: Explorative Evidence from Germamg USA.
43rd Hawaii International Conference on Systemr8ms (2010).

[15] Lendvai, P.: The Hungarians: A Thousand Yedrgictory
in Defeat. Princeton University Press (April 1, 3D0

[16] Matay, M., Kaposi, |.: Radicals Online: The mgarian
Street Protests of 2006 and the Internet, in Fintire Right
Place on the Map: Central and Eastern Europeanadfedange
in a Global Perspective (ed. K. Jakubowicz and Wkd3d).
Intellect Ltd (2008).

[17] Miller, D., Slater, D.: The Internet: An Ethg@phic
Approach. Berg Publishers; First Edition (July @02).

[18] MTI: Thousands protest against planned nevstitution in
Budapest. http://www.politics.hu/20110418/thousapdsest-
against-planned-new-constitution-in-budapest

[19] New York Times: Nationalist protesters disrgjty march in
Budapest (July 6, 2008).

[20] Sebestyen, V.: Twelve Days: The Story of t8éa.
Hungarian Revolution. Vintage (2007).

[21] Thorpe, N.: Hungary arrests over Roma murd8BC.
http://news.bbc.co.uk/2/hi/8215552.stm

[22] Véarnai, Zs.: Facebook magyarul. (Hungarian)
http://www.alon.hu/index.php/article/articleview/r&'1/11

[23] Wang, Y., Komanduri, S., Leon, P.G., Norcie, &cquisti,
A., Cranor, L.F.: “I regretted the minute | pressbadre”: A

Qualitative Study of Regrets on Facebook in Proicggsdof the
7th Symposium on Usable Privacy and Security (SQRIRS$).

[24] Wang, Y., Norcie, G., Cranor, L.F.: Who Is CGemned about
What? A Study of American, Chinese and Indian Uderivacy
Concerns on Social Networking Sites. 4th Intermatio
Conference on Trust and Trustworthy Computing (TRREL1).



