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The Common Perspective
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Diversity on Facebook

e Facebook has over one billion monthly users
(December 2012)

e "Approximately 82% of our monthly active
users are outside the U.S. and Canada.”

Select Your Language

All Languages Afrikaans Euskara Polski Zughpkia
Africa and Middle East Ayafie's Filipiric Portuguss (Brasil) e
Americas Ayrnar aru Faroyskt Portugués (Portugal) Tron
Asia-Pacific Azarbaycan dili Francais {Canada) Chickeeea P |
Eastern Europe Eahasa Indonesia Francais (France) Romana Ayl
Western Europe Eahasa Melayu Frysk Rurnantsch gy
Basa Jawa Gaeilge Shoip E L
Eosanski Galego Slovenicina ooooo
Catald Hrwatski Slovenitina Epic
Cettina isiXhosa Soomaaliga TITET
Cherokes [l 0} Suomi HEBTH,
Cymraeg fslerska Svenska Teal
Dansk Italiano Tigng Vigt T
Davvisarnegiela Kiswakili tlhIngan-Haol et
Deutsch ki Tirkce Al
Easti Latvietu Ehbrytd S0
Endglish (India) Leet Speak Ehhnikr dpxaia et
English (Pirate) Ligtuvily Eenapyckas B0t
English (LK) Limburgs Etnrapci memage
English (Upside Down) lingua latina KazaKwa a g
English (US) Magyar MakE A 0HCKIA oooooooodo
Espafiol Malagasy MoHron ooooooooo
Cmpm o 1 fmled % Aaiden B cnrnia ol rp——



Goal

e Draft a framework for privacy in online
social media across cultures

 Primary mechanism: literature review

— Augmented by recent news stories and theory

 Potential uses

— Evaluate cross-cultural support for privacy
— Find gaps in the research literature



Our Proposed Framework

e Cultural norms
e Legal issues

e User expectations



Our Proposed Framework

Cultural Norms

Is there a clear conception of privacy? If so, what is it?

What is considered sensitive or private content? What constitutes offensive content?

[s it preferable, essential, or undesired that users from a particular culture be able to use pseudonyms?
With whom does a user expect posts will be shared? What is the structure of his/her network?

For what types of information does revelation cause a user distress?

In what cases does information revelation cause users danger or harm?

What are norms around posting and sharing photos of others, and of the user him/herself?

Legal Issues

Are people required by the law to provide their real identities to use the service?

What are the restrictions or requirements for data collection, processing, storage, and sharing?

What data-protection steps are legally required, and what is the legal definition of personal data?

What level of access must users have to their data?

In which jurisdictions is the social networking provider liable for its actions?

Can government agencies request user information from the service providers? Under what conditions?

User Expectations

[s privacy-critical information communicated clearly in the user’s language?

Do users expect that they can limit their audience by communicating in a certain language or lexicon?

What localized social networks have set precedents that drive users’ privacy expectations?

How are social media sites portrayed in the media and pop culture?

What are expectations around surveillance by the social networking provider, the government, and third parties?




Part 1:
Cultural Norms



Posting Photos

e Singaporean users shared more photos than
American users [1]

e Chinese users were more likely to customize
their profile photo [2]

e Indian users found photographs most privacy
sensitive [3] and shared fewer [4]

* [1] J. Rui and M. A. Stefanone. Strategic self-presentation online: A cross-cultural study.
CHB, 29(1):110-118, 2013.

* [2] C. Zhao and G. Jiang. Cultural differences on visual self-presentation through social
networking site profile images. In Proc. CHI, 2011.

e [3] P. Kumaraguru and N. Sachdeva. Privacy in India: Attitudes and awareness v 2.0.
Technical Report PreCog-TR-12-001, November 2012.

* [4] B. A. Marshall et al. Social networking websites in India and the United States: A cross-
national comparison of online privacy and communication. /1S, 9(2), 2008.



Information Revelation

 American users disclosed more (in general)
than Chinese users [1]

 American users were more likely to post
problematic information (sex, drugs) [2]

e Different network structures [3]

* [1] G.-M. Chen. Differences in self-disclosure patterns among Americans versus Chinese.
JCCP, 26(1):84-91, 1995.

* [2] K. Karl, ]. Peluchette, and C. Schlaegel. Who's posting Facebook faux pas? A cross-
cultural examination of personality differences. IJSA, 18(2), June 2010.

* [3] D. Rosen, M. A. Stefanone, and D. Lackaff. Online and offline social networks:
Investigating culturally-specific behavior and satisfaction. In Proc. HICSS, 2010.
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ldentity

e Are pseudonyms permitted? [1]

Google
Google+

Help home

Help home

Google+ Page and Profile Names

Google+ makes connecting with people on the web moare like connecting with peaple in
the real world. Because of this, it's important to use your common name so that the
people you want to connect with can find you. Your common name is the name your
friends, family or cowarkers usually call you. Far example, if your legal name is Charles
Janes Jr. but you narmally use Chuck Janes ar Junior Jones, any of these would be
acceptable.

If you are unable to complete the Google+ sign-up flaw, ar if your profile is or could be
suspended for a name-related issue, review our guidelines below. If your profile name was
already saved, and we find your name doesn't adhere to our Mames Palicy, you will have a
four day grace period to change your name or appeal our finding before we take further
action.

[1] Y. Wang, G. Norcie, and L. F. Cranor. Who is concerned about what? A study of American,
Chinese and Indian users’ privacy concerns on social network sites. In Proc. TRUST, 2011.



Part 2:
Legal Issues



Legal Frameworks

e What is the legal framework around privacy?
— FTC (US) prosecutes deceptive trade practices

— Data-protection authorities (EU) have more
extensive laws

— Many countries do not have privacy protections
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Legal Frameworks

Stern Words, and a Pea-Size Punishment, for Google

Johannes Bzeledfgence France-Presse — Getty Images

Google Street Wiewy cameras in Germany . Reguistors there fined Google $1589,225 on Manday.

By CLAIRE CAIN MILLER
Fublished: April 22, 2013

SAN FRAMCISCO — Regulators in Germany, one of the most FACERODK
privacy-sensitive countries in the world, unleashed their wrath on W TWITTER
Google on Monday for scooping up sensitive perscnal information in % coooLes

the Street View mapping project, and imposed the largest fine ever

. . . B save
assessed by European regulators over a privacy viclation.

http://www.nytimes.com/2013/04 /23 /business/global /stern-words-and-pea-size-
punishment-for-google.html
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Jurisdiction and Data Sharing

 To what degree is a social networking
provider liable for its actions in your country?

help page

e Can your government request information
from the social networking provider?
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Part 3:
User Expectations



User Expectations

e s privacy information communicated clearly

in the user’s language? [1]

84 Cum intrati in legatura cu aRiii
Control how you connect with people you know.

Timeline and Tagging

Control what happens when friends tag you or your content, or post on your
timeline.

EE’ Reclame, Aplicatll 51 Website-uri

Gestioneaza-ti setarile pentru reclame, aplicatii, jocuri si saituri.

I:E Limiteazd audienta pentru postarile anterioare
Limit the audience for posts you shared with friends of friends or Public

@ Persoane 5l aplicatil blocate
Manage the people and apps you've blocked.

* [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, [IpuBaTHOCT} policies in social media:

Providing translated privacy notice. In PSOSM, 2012.

Schimbati setarile

Schimbati setarile

Schimbati setarile

Administreaza vizibilitatea
postarilor din trecut

Manage Blocking
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User Expectations

e s privacy information communicated clearly
in the user’s language? [1]

! Cum Intrati in legatura cu altii

Control how vou connect with people yvou know. Schimbati setarile

> Timeline and Tagging

Control what happens when friends tag you or your content, or post on your Schimbati setarile
timeline.

EE’ Reclame, Aplicatll 51 Website-uri

Gestioneaza-ti setarile pentru reclame, aplicatii, jocuri si saituri. Schimbati setarile

[ ] ] "
Limit the audience for posts vou shared with friends of friends or Public Administreaza vizibilitatea

postarilor din trecut

» Persocane si aplicatli blocate

Manage the people and apps vou've blocked. Manage Blocking

* [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, [IpuBaTHOCT} policies in social media:

Providing translated privacy notice. In PSOSM, 2012.
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User Expectations

e s privacy information communicated clearly
in the user’s language? [1]
— We examined privacy-critical pages on the five
most popular social networking sites

— Coded as {fully, partially, not} translated

* [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, [IpuBaTHOCT} policies in social media:
Providing translated privacy notice. In PSOSM, 2012. 19



Privacy Translation

Privacy Settings

100%
80%
60%
40%
20%

0%

Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr
(67)(67)(67) (9)(9)(9) (39)(56)(56) (15)(18)(18) (22)(32)(34)
Facebook Flickr Google+ LinkedIn Twitter

(February 2012, October 2012, April 2013)

O Untranslated

O Partially Translated
M Fully Translated
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100%

80%

60%

40%

20%

0%

Privacy Translation

Privacy Policy

Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr
(67)(67)(67) (9)(9)(9) (39)(56)(56) (15)(18)(18) (22)(32)(34)
Facebook Flickr Google+ Linkedin Twitter

(February 2012, October 2012, April 2013)

O Untranslated
O Partially Translated
M Fully Translated
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100%

80%

60%

40%

20%

0%

Privacy Translation

Terms of Service

Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr Feb Oct Apr
(67)(67)(67) (9)(9)(9) (39)(56)(56) (15)(18)(18) (22)(32)(34)
Facebook Flickr Google+ Linkedin Twitter

(February 2012, October 2012, April 2013)

O Untranslated
O Partially Translated
M Fully Translated
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Crowdsourced Translation

facebook

Search for people, places and things Q

Learn about cookies and Facebook.

Link: learn about cookies

Tudj meg tibbet a sitikrdl s a Facebookrol. o | %

v | X
Tudj meg tibbet a sitikrdl és a Facebook-ral. W | %
Tudj meg tibbet a cookiekral és a Facebookral. v | %
Tudj meg tibbet a facebookral és a "cookiekral" v | %

Tovabbi 3... -
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Crowdsourced Translation

’ Translation Center Blog Forums Meed help? Blaze Cups
Home Twitter.com
AI I p h rases Untranslated Translated/Voted privacy Search

YV TIUL e sHTUWITT ULy, Tud wadll

change your privacy settings at an
time_g TR R . o English phrase:

1 translations with 0 votes Twitter does not disclose personally identifying information to
third parties except in accordance with our Privacy Policy.

[»]

Twitter does not disclose personally
identifying information to third parties
except in accordance with our Privacy

Policy. 2 - i =
2 translations with 1 votes Translations ~ Add franslation ~ More information

o oL .
;ﬁkﬁl?f:f_:.rpersonahzamn-prewew- A Twitter nem oszt meg személyes azonositashoz hasznalhato 0 votes
{{web_personalization_preview_path}} vy informaciokat harmadik féllel, kivéve az Adatvédelmi iranyelveket a leirt v Translation live
target="_blank">Preview</a> S
suggestions tailored for you (not Posted by ] kkemenczy on July 08, 2012

currently available to all users). <a
class="personalization-support-link"
href="hitps://support.twitter.com/article A Twitter nem oszt meg személyes azonositashoz hasznalhato 1 votes
target="_blank">Learn more<fa> v informacidkat harmadik féllel, kivéve az Adatkezelési Nyilatkozatban

about how this works and your leirt eseteket.

additional privacy controls.
Posted by 7@ mazvazzeg on Movember 02, 2011
1 translations with 0 votes

24



User Expectations

* Precedents from localized social networks [1]

ez A

B Focetook B v =ontokte Gdnokiossnis ] Lidé Hywis B ang B
. Exrfiout HoszO-KIasa . QFong ettt B Hokicoh one P
B Friendates B wretch B cvwoid

http://thenextweb.com/socialmedia/2012/01/25/facebook-is-killing-local-social-networks-
around-the-world/

 [1] B. Ur and Y. Wang. Online social networks in a post-Soviet state: How Hungarians protect and
share on Facebook. In Proc. iConference, 2012. 25



Expectations About Providers



Expectations About Providers

YOU DON'T §




Our Proposed Framework

Cultural Norms | Is there a clear conception of privacy? If so, what is it?

What is considered sensitive or private content? What constitutes offensive content?

[s it preferable, essential, or undesired that users from a particular culture be able to use pseudonyms?
With whom does a user expect posts will be shared? What is the structure of his/her network?

For what types of information does revelation cause a user distress?

In what cases does information revelation cause users danger or harm?

What are norms around posting and sharing photos of others, and of the user him/herself?

Legal Issues | Are people required by the law to provide their real identities to use the service?

What are the restrictions or requirements for data collection, processing, storage, and sharing?

What data-protection steps are legally required, and what is the legal definition of personal data?

What level of access must users have to their data?

In which jurisdictions is the social networking provider liable for its actions?

Can government agencies request user information from the service providers? Under what conditions?

User Expectations | Is privacy-critical information communicated clearly in the user’s language?

Do users expect that they can limit their audience by communicating in a certain language or lexicon?

What localized social networks have set precedents that drive users’ privacy expectations?

How are social media sites portrayed in the media and pop culture?

What are expectations around surveillance by the social networking provider, the government, and third parties?
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Future Directions

e Apply this framework to analyze a particular
provider’s support for cross-cultural privacy

e Inform a large-scale, cross-cultural survey of
privacy preferences on social media

— Translation
— Recruiting participants
— Ethics approval
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Thank You!

* A Cross-Cultural Framework for Protecting
User Privacy in Online Social Media

— Cultural norms
— Legal Issues
— User expectations
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