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Social Networking is Global 
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http://thenextweb.com/socialmedia/2012/01/25/facebook-is-killing-local-social-networks-
around-the-world/ 



The Common Perspective 
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http://thenextweb.com/socialmedia/2012/01/25/facebook-is-killing-local-social-networks-
around-the-world/ 



Diversity on Facebook 

• Facebook has over one billion monthly users 
(December 2012) 

• “Approximately 82% of our monthly active 
users are outside the U.S. and Canada.” 
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Goal 

• Draft a framework for privacy in online 
social media across cultures  
 

• Primary mechanism: literature review 
– Augmented by recent news stories and theory 

 
• Potential uses 

– Evaluate cross-cultural support for privacy 
– Find gaps in the research literature 
 

5 



Our Proposed Framework 

• Cultural norms 
 

• Legal issues 
 

• User expectations 

6 



7 

Our Proposed Framework 



Part 1:  
Cultural Norms 
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Posting Photos 

• Singaporean users shared more photos than 
American users [1] 

• Chinese users were more likely to customize 
their profile photo [2] 

• Indian users found photographs most privacy 
sensitive [3] and shared fewer [4] 
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• [1] J. Rui and M. A. Stefanone. Strategic self-presentation online: A cross-cultural study. 
CHB, 29(1):110–118, 2013. 
• [2] C. Zhao and G. Jiang. Cultural differences on visual self-presentation through social 
networking site profile images. In Proc. CHI, 2011. 
• [3] P. Kumaraguru and N. Sachdeva. Privacy in India: Attitudes and awareness v 2.0. 
Technical Report PreCog-TR-12-001, November 2012. 
• [4] B. A. Marshall et al. Social networking websites in India and the United States: A cross-
national comparison of online privacy and communication. IIS, 9(2), 2008. 
 



Information Revelation 

• American users disclosed more (in general) 
than Chinese users [1] 

• American users were more likely to post 
problematic information (sex, drugs) [2] 

• Different network structures [3] 
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• [1] G.-M. Chen. Differences in self-disclosure patterns among Americans versus Chinese. 
JCCP, 26(1):84–91, 1995. 
• [2] K. Karl, J. Peluchette, and C. Schlaegel. Who’s posting Facebook faux pas? A cross-
cultural examination of personality differences. IJSA, 18(2), June 2010. 
• [3] D. Rosen, M. A. Stefanone, and D. Lackaff. Online and offline social networks: 
Investigating culturally-specific behavior and satisfaction. In Proc. HICSS, 2010. 



Identity 

• Are pseudonyms permitted? [1] 
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 [1] Y. Wang, G. Norcie, and L. F. Cranor. Who is concerned about what? A study of American, 
Chinese and Indian users’ privacy concerns on social network sites. In Proc. TRUST, 2011. 



Part 2:  
Legal Issues 
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Legal Frameworks 

• What is the legal framework around privacy? 
– FTC (US) prosecutes deceptive trade practices 
– Data-protection authorities (EU) have more 

extensive laws 
– Many countries do not have privacy protections 
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Legal Frameworks 
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http://www.nytimes.com/2013/04/23/business/global/stern-words-and-pea-size-
punishment-for-google.html 



Jurisdiction and Data Sharing 

• To what degree is a social networking 
provider liable for its actions in your country? 
 
 
 
 

• Can your government request information 
from the social networking provider? 
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Part 3:  
User Expectations 
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User Expectations 

• Is privacy information communicated clearly 
in the user’s language? [1] 
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• [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, Приватност} policies in social media: 
Providing translated privacy notice. In PSOSM, 2012. 



User Expectations 

• Is privacy information communicated clearly 
in the user’s language? [1] 
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• [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, Приватност} policies in social media: 
Providing translated privacy notice. In PSOSM, 2012. 



User Expectations 

• Is privacy information communicated clearly 
in the user’s language? [1] 
– We examined privacy-critical pages on the five 

most popular social networking sites 
– Coded as {fully, partially, not} translated 
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• [1] B. Ur, M. Sleeper, and L.F. Cranor. {Privacy, Privacidad, Приватност} policies in social media: 
Providing translated privacy notice. In PSOSM, 2012. 



Privacy Translation 
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(February 2012, October 2012, April 2013) 



Privacy Translation 
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(February 2012, October 2012, April 2013) 



Privacy Translation 
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(February 2012, October 2012, April 2013) 



Crowdsourced Translation 
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Crowdsourced Translation 
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User Expectations 

• Precedents from localized social networks [1] 
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• [1] B. Ur and Y. Wang. Online social networks in a post-Soviet state: How Hungarians protect and 
share on Facebook. In Proc. iConference, 2012. 

http://thenextweb.com/socialmedia/2012/01/25/facebook-is-killing-local-social-networks-
around-the-world/ 



Expectations About Providers 
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Expectations About Providers 
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Our Proposed Framework 



Future Directions 

• Apply this framework to analyze a particular 
provider’s support for cross-cultural privacy 
 

• Inform a large-scale, cross-cultural survey of 
privacy preferences on social media 
– Translation 
– Recruiting participants 
– Ethics approval 
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Thank You! 
• A Cross-Cultural Framework for Protecting 

User Privacy in Online Social Media 
– Cultural norms 
– Legal Issues 
– User expectations 
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